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(Managed Service for TBP)

HEutelauedaidfiuntsliuinisliasinisildssuuneuiiamesuasinedigiiialviuinisgnem

(Managed Service for TBP) aghsfiusv@visnm fimuadesia 530137 uale wasdulumuinesgivaina lay

5198898 nn 9l
1

. AMUABINTIANIEATUSIUUABNRARBSILazIASDYY

1.1

winsildsruunenimesuasiaiotis Miauedesaunsaliusnsiil
111, aansaldusnsideteraiies Tnefiseiuvasnsliuinis (Service Level Agreement) Taisin
n71 99.90% FaLfDY
112, FedhifinTesmeufinmeiusitng vioszuuanvesyana/iyaaaduilildvessuinng fnke
yielduinasmeglugdaiugunsalrouiames (Rack) ienu uas edosneufiamosisivned
TrusmMstusuANs (Ao Dedicated Hardware Tuildanutanizsunasusiivessisiien)
1.13. fosdlszuunsifosiulafa (Antivirus) uazszuunisdesiuiauas (Anti-Malware) Raau
\nSosneuRumessitheaiion
1.1.4. awnsaeuaumsiinureasissreniamesisiviiaiion iuvemis Web Portal
1.15. fesmamsdeasiuniouen Selinmudnunesil
1151, fvemunsdeusaiuszuudunesiin wuu Domestic Aiflvuna Bandwidth i
foundn 1 Gbps wardesiinsideudeludagliusnisinsanuin
(Communication Provider) laitioenan 2 576 (Separated Media Provider) el
sruUussUIM AN saliuInsldauung Wefimgdatesan dliuinsee
Tasnewils

as

1.1.5.2. Msideuselaseelanie (Private Link) safl

v @ g

f
a0 A | [} & =
1.1.5.2.1. N‘UE‘N'VI'NL‘U@Nmaiﬂiﬂ‘mEJﬂu‘c’J‘UaﬁJa‘Maﬂﬂ‘U‘S&ﬁ‘U‘U‘UENﬁU’]ﬂ'ﬁ IIRNRY

LY

Yu1n Bandwidth ludaenda 10 Mbps 31uauliivesndn 2 Links

saflegunsnd Router Ailddwmiuidouse
11522  fvewnudensslaseiiequiteyadisostussuuvessuinis fosd]
wu1n Bandwidth luaendn 10 Mbps 31uauliitdesndn 2 Links

safagunsal Router lddmsuidonsio
1153, windimnusndudeswens Bandwidth win 1 Intemet u3e Private Link oLt
U3N13FesdAnn Bandwidth iin aufisunansieve Tnefidasienldane aud

Tannaslinan

1.1.6, gunsaiiaz/ssuuiiaue #oeiln13¥inunuy HA (High Availability) iquddoyandn (Data

U

Center)
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1.2

1.1.7. @aWAln3 Virtualization m‘t’j’muﬁma&ﬂu Leader U89 Magic Quadrant Report on x86 Server
Virtualization Infrastructure For 2016 (Juseatiay
1.1.8. flszuunns Monitor uazudafeudmiumgtatedeilefintiam (ncident) e SMS
agetion deil
1.1.81.  Network VM usage default alarm to monitor virtual machine network usage #3®
1.1.8.2.  Virtual machine memory usage Default alarm to monitor virtual machine
memory usage %3©
1.1.8.3.  Virtual machine cpu usage Default alarm to monitor virtual machine cpu usage
50
1.1.84. VM State Suspend Default alarm to monitor virtual machine state suspend %38
1.1.85. VM State power off default alarm to monitor virtual machine state power off %158
1.1.8.6.  Network VM ping status (Public IP)
1.1.9. fszuudmiunisidng Performance ludauwes vCPU , Memory , Storage {usne VM wuu
Online (Web base) 161
1.1.10. @ansaifiu Log (Event Viewer) woue aspayiiames it e qUN3lP3 0918 19U Transaction Log,
Access Log, Activity Log WHugu
1111, deslwuudsenariiuloysluguddoyandn (Data Centen) nefinsasBondwisluil
11111 fimsdrsesteyaiiguiteyandnyniu Ineiuteyaliszeznanlidesnin 7 $u
1111.2. fimsdrsesteyaiiquitoyadisemniu lnefuteyaliszosnailidesnia 7 5u
1.1.12. Amualisgeziatunisgaudoya RTO (Recovery Time Objective) fiadlisnnnin 60 wi
anufasmsiunuanifiansvounioseufiomesisivng
121, \wdnsneuiumesuineiitiauedosdnudnuusded
1211, fwisuszanananais (CPU) uuy 64-bit Tasfigauantdtusih CPU 2.2 GHz x 10
Core
1212, fimheaudman (RAM) o8in ECC DDR4 wsofnIn vuiasadlitesndn 256 GB
12.1.3.  fimheiudoya (Hard Drive) wila SAS Aifimuigseulsitfosndn 10,000 RPM w3e
%l Solid State Drive #3afin1 Aiflvuinadugliivosndn 300 GB
1.2.1.4.  sessunmsvinaulunuu RAD level 0,1, 5, 6 wag 10
1.2.1.5. 19 VMware Hypervisor ESXi version 6.0 “Efu‘lﬂ
1216, Foddlindosreuiiawesudtefiviwiiiidu HOST annnin 1 wdeaiteaunsarin HA
geaaIasnsuiamesitne nsdl HOST Ta HOST wilufntlgym
1.2.1.7.  @w1sayieusuy Mirror Disk 161
12.18. fiweudeurssvuuaioviglifesniiuuy 10/100/1000 Base-T
1.22. qunsal¥mifudeyauuunisuen (Extemal Storage) fitnaussosdinadnyaedall
1221, ugunsaliihwihiidaiudoyameusnuuy SAN (Storage Area Network)

1222,  aunsadensauuy Fiber Channel

3/20 V&ﬁ Je N/ 4/\



1.223. fleedyg1u Host Interface wuu FC anusaliiiasnin 8 Gbps srurulitae
N171 2 999 M 1 wae Controtler
1.2.2.4.  sassumsviradluiuy RAD level 0,1, 5, 6 (M3aLiiguwin 6) wag 10
1.2.25.  aunsndsu Hard Drive Midsld lngliidosmganisviauuesssuy (Hot Plug)
1.2.26.  fwmhedafiuteya (Hard Drive) auinauglitdosnda 10 TB (n&snsvin RAID 5)
1.2.27.  fwhefiudoya (Hard Drive) ¥ia SAS filenmigseuliivosnin 10,000 RPM #3e
4ilm Solid State Drive #30ANI
1.2.3. gunsod Switch Layer 2 fhinausresiinadnuesel
1231, fdeudeuseszuuiniedis (Network Interface) WUy 10/100/1000 Base-T
Swalitdesnii 24 %3
1.2.4. Firewall fiiauedosiinndnuosdeil
1241, fldewmensidousessuunievie (Network Interface) sosdusunalitiosnin 1
Gbps dnubitesnin 8 dam
1.2.4.2. ¥y Firewall wuu Stateful Inspection Firewall
1.2.43.  9993U Layer 7 (User — Identity) Firewall
1.2.4.4.  § Throughput (UDP) laitfoendn 8,000 Mbps
1.2.4.5. 1 Throughput (TCP) laitipanin 5,000 Mbps
1.2.4.6. Concurrent Sessions Lidasn11 3,000,000 sessions
1.2.5. Web Application Firewall ﬁﬁmuaﬁmﬁqmé’nwmsﬁaﬁ
1.25.1.  ynmaiwrnsitasiosiudeanaiu Web Application
1252,  §i Feature msilasiufiivuim Throughput litfeendn 700 Mbps
1253, seafumsidaniluslamea HTTP wag HTTPS Teduedratioy
1254, awnsadestunisloufmardidifustatios Cross Site Scripting (XSS) , SQL
Injection , Session Hijacking , Buffer Overflow , Cookie Poisoning , Malicious
and Illegal Encoding , Directory Traversal, Sensitive data exposure, Insecure
Direct Object References, Missing Function Level Access Control
1.255.  awm1savinnis Updates Signature Igfauuy Manual wiewuu Automatic
1.26. szuuilestunisyngndiuiaiatne (Intrusion Prevention System : IPS) fiyiLausdiaail
qmé’nwmzﬁ’qﬁ
1.2.6.1. 1 IPS Throughput lsitiaenan 500 Mbps
1.2.6.2. Concurrent Connection bl,aJ':ﬁleJEm’i’] 50,000 Concurrent
1.2.6.3.  awnsaUessiunisynin U Worm Trojan Phishing Spyware Botnet DOS DDOS
Backdoor tJufu

1.2.6.4.  awnsatensnslaufwuy Zeroday

s
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1.2.6.5.

1.2.6.6.

1.2.7.1.

1.2.7.2.

1.2.7.3.

1.2.7.4.

1.2.7.5.

annsansgeuuastetuntslaudniinisidrsiasae SSL decryption lelag

5095U SSL Throughput lalkidfaenda 500 Mops #seaunsaiausgunisintguen

Tun1svh SSL Decryption wisiislls

ausafmusguwuunslesiunislassuuudnluliivie Manual 1o

1.2.7. DataBase Firewall Miausfosinaanuyazasil

aru1salderusiudugrudeyavila ROBMS, data warehouses, Big Data

platforms Wag mainframe databases Idueenaion

annsatestunislaummanillailuegnaios SQL injection, DoS

anansoszyngRnssNiuady warsiumsvihnuvesgAnssuninsanule

annsatesiu wasudafounislangiudeya vionsidndegiuteyalaglilasy

YN LUU Real-Time

#1 IPS Throughput agstfae 500 Mbps

1.3,  AINADINITAIU VM (Virtual Machine) #845895UN15a519 VM ANNASUIANSAIVILA Lagsadsunns

918 Capaicity 89 VM Guest Tuaunan #2e Growth Rate 20% siod &ail
No. | Environment | Server Type [ VM | CPU | Memory | Harddisk 0OS
1 Dev & UAT Web Server 1 4 8 150 GB [ Windows Server 2016
2 Dev & UAT App Server 1 4 8 150 GB | Windows Server 2016
3 Dev & UAT File Sharing 1 2 4 150 GB Windows Server 2016
4 PRD Web Server 2 2 4 150 GB | Windows Server 2016
5 PRD Web Server 2 a4 a4 150 GB | Windows Server 2016
6 PRD File Sharing 2 4 8 150 GB | Windows Server 2016
7 PRD File Sharing 2 4 8 150 GB [ Windows Server 2016
8 PRD App Server 2 4 8 150 GB Windows Server 2016
9 PRD App Server 2 4 8 150 GB [ Windows Server 2016

1.4.

AINABINISAUANIUNAS wazaunsal vasguiveyanan (Data Center)

1.4.1.
1.4.2.

1.4.3.
1.4.4.

=

Rasllszaviraanguddeyadisesqniduy liteundt 30 Alawns

Fosiiasestuialuila Generator) fianunsovienldlaesaludd dseuudostuludinsesn
(Surge Protection) neunisidrdeszuulniiwes Data Center wagzindoarindalnildod
wnasgglnilagnidu (Emergency Power Supply) sauvteeaanunsadneluirdrsoals
seuladldiing 2 dalua

Festisvuvdresiiiuuuseaiies (UPS) dwsu Backup Time Full Load lsishnan 10wl

Aoaleisunissuseannsgu seavaina & Certificate 105§7U 1SO @ 27001: 2013

"g‘ﬁpbv//

7
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1.5.

1.6.

145, fesdisruunstestunaznmadeuaviglifedeadluluanuiiliuins Private Cloud
¥o95UIANs TeraneliAnarmdseiusuIAg

AuFpIMIFUAnUTR wazgUnsal vesguddeyadisesqnidu (Backup Data Center)

15.1. sosdinieatuialiii (Generator) flamsavienlalnesnlud@ Sszuutostuliiinszyn
(Surge Protection) flaun1siinfiasruuliiives Backup Data Center wazia3osriiinluii
soaflunasangluiignidu (Emergency Power Supply) suveesannsadelnidsold

siottaglusinga 2 dalag

] [

Y A ° oA § I o i o
1.5.2. desdlszuvdrseslndhuuusewios (UPS) dm3u Backup Time Full Load lisnnan 10 wi
1.5.3. #ealasunssusennsgiu seavaina i Certificate 19514 1SO : 27001:2013

Y o @ a £ v d v Y g vooa "9y
1.5.4. seafiszuunistestunazasivaeudnsyliinerteadrluluanuniliuimsldssuy

ADLAIADS LATIATETE VDISUIANT F991NBMANAMINULEEWBAUTUIANT

<
a a

TUsunsu (Software) MiAgntaaiunsiiuinig awradidvdnsgniesnungvuie lngliasilindns

kY
ada !

V995U TIaTuliaveulunsdindnisnaim Wesses viaisenandemelag anvesdvdnsvie

=

HisunTosdule

AMUABINITRNITAUNITNAIAIAY (Authentication Service)

2.1.

U

AANYEYRITENIISAUNTAEANRINY (Authentication)

2.1.1. @wnsavih Two-Factor Authentication aghaties 1 szuy fei
2.1.1.1.  RADIUS %38
2.1.1.2.  SAML 30
2.1.1.3.  Agent #5®
2.1.1.4. AP

2.1.2. annsauimsdanisgunsal Two-Factor Authenticator agnstioesiall
2.1.21.  Hardware Token OTP (One-Time Password) wuu Time-based uae Event-based %3
2.1.2.2.  Hardware Token OTP (One-Time Password) Wuu Challenge-Reponses %3®
2.1.2.3.  Mobile Token dmsu iOS uag Android w58
2.1.2.4.  SMS Token %39
2.1.25.  e-Mail Token %38
2126,  @wnsavnauiu Hardware Token OTP wasBwoduld

2.13. {flsvuu SMS Gateway tiladnas OTP (One-Time Password) WU SMS Tifiug e Wievi
Two-Factor Authenticator

2.1.4. awsasesfumsld Soft Token AldSumasguaanade FIPS 140-2 Tuly Tnudosdl
Frunulimingd 1000 Username

215 annsadamstoyadlénumassuimasgnediesil
2.1.5.1.  Microsoft Active Directory (AD) %30

2.1.5.2.  Open Database Connectivity (ODBC) %358
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2.1.5.3.  Microsoft SQL Server (SQL) %39
2.1.5.4.  Lightweight Directory Access Protocol (LDAP)
2.1.6. Wuaadnenssuwuy Multi-TiemSe Multi-Tenant wagsee5un15%191uAY Multi-Domain 16
savisiadlisind iy Token Mfugldauusasse
217, soedumsvhaudwiugunsal Token dal
2171,  nsdmeseugunsal Token vifugldau (Provisioning)
2.1.7.2.  nsiansgunsal Token Wifuglda (Management)
2.1.7.3.  mssndnnsidaugunsal Token Tifugldary (De-Provisioning)
2.1.7.4.  msdavisenudmsugunsed Token vouldau (Reporting)
2175 nfeudsdmiugunsal Token vaagldau (Alert)
2.1.7.6.  m3damsgunsal Token nsalgayme (Lost Token)
218 fmhiulesusmsmuesdmivdldnu (Admin Self-Service Portal) titgldu il
2.18.1.  myameidoumenulod (Self-Registration)
2182, nsiasuswa (Change Password)
2.1.83. msuanden (Unlock Token)
2184, msIRsnads (Resync Token)
2.1.9. il Integrations Guide pgatiorsil
2.19.1.  $2UU 2 Factor Authentication AU VPN %39
2.1.9.2.  $¥UU 2 Factor Authentication fiu Cloud #5®
2.1.9.3.  $¥UU 2 Factor Authentication fiU S¥UULATOUY %38

s

2.1.9.4. szuu 2 Factor Authentication NU Web Portal

a £ v

2.2, TWsunsudus Anerdestunisliuins sxdesdidvavsgndewnunguing lasliasidndnsvedu

Y

4
=4

srunaduiaveulunsdlnfinisnaninn Hesdes nieSunandsmielag andvesdednsviey

Bundaaauln

VBULUMIUY

vd v o °o a 4 o ' 19 w0 &
@JﬂuﬂUaLauamﬂﬂﬂqLUUﬂ'ﬁm'\NmE)UL‘l]mﬂ']umﬂ']ﬂu@@ﬂ']ﬂuaHﬂﬂmalﬂu

3.1

FMUNTAARY NMITVADU Lazn1aiun1TduY
3.1.1. fosdifiunisiindy USunsaane waznedeuaugnieseanisliuinig sadusuiansli

Syusosnaunis gy

]
P

3.1.2. fediduuilunisuszandld uasmadiiunudy 4 Asududesumsannsalduinig
hegnefiusednsnm

3.13. desdaliiyaainsiazlvnisaduayusuinislusninediiulasnis sundnadonis
seegImAiIvun

3.1.4.  AaiaueIenIUANUAMITNYeATINNg (Project Status)isuA1INIU

315, fosfnfiszuunasnadeuALgnABIvesTsuuY saunsaiuayulvisuinisanansalden
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4 & v a A A a Y a v | A o % [N
3.1.6. Wedugansliuinisy vsedinsenidnnislduinisiesdsdiu uazhanedeya glduinisves
5UIANT uasdeyavesuIAsianIe Aglvuin1s Nensedoy

3.2, AUBNETS

Rosdnsinenarsdusuduntvilneg muﬁv’ﬁmv‘hﬁayjdugﬂLLUUSLﬁnmaﬁnﬁ (Soft File) wagtuiin

asgunsnidaifiudeyadidnnseiind Sruiuetsay 2 ga il

32.1. dahsenuaneasdenuassuoulusinsmdeugUnsaiililulasims demn

3.22. Yavhwildetudunsliuinislasninanldssuuaeuiunesuazirderneieliuinisgndn
(Managed Service) iiasasfunisldauszuu TBP

3.2.3. davhienansuanseasiBuaaniuiiinnq Data center wiouuadAnse Call Center

3.2.4. 4avh System Architecture Diagram W3 MsdmsusINAS

325, davnlenansuEnINELIUNSIANS (ncident Work Flow) saustlersuudediam asaaeuiiom
uiladeym uazagunailiudwutunouiiinmu TnedesdavhaeasBonuasdunounisudly
Ty viewmmindos wiaanutigaunniosuinig lagasiBenliunsuinng

3.26. dhefieataosdsil
3.2.6.1.
3.2.6.2.

Hon1simuaAluszuy (System Configuration)

p=1}

9
alemsldnudmsugauaseuu (Admin Manual)

3.2.6.3. gilen1sldauszuu (User Manual)

nsTRUSNsaiuUAYLYeIUIN1TRaRRTZeLIaIN1sIdUIANT (Support)
fouteiausiilisudnidonazdedivinsatiuayusinesnaenszernanmsiduinms Wussesnan 1 91
Pnfuiianenssunsasieiueuruiuiideudesud Tneineasdeasl

4.1, Foualdiidminfiusraunuiiianudemgndeuvesinsdny sufeiomidu woudnisla

o = 14

frU3nw meudednann warlianutiswmdelunsudlatlymenes Idyniunasn 24 42104 1o
Tusnseeudledguludiumeanisliuing Tassnshldssuupeufinnesuaziadetaiiioln
U319gnA1 (Managed Service) Ltasasiunsldauszuy 18P Wanunsaldonld@uuninelu 1
s TurnldSuudavedadas vierutigauansesainsuinig

4.2, fiudeiauadoaiiunuuimsdanamansalliund (ncident Management) ite3uflelunsdlfiiiin

wamsalliundduszuuiisunaisidey

43, Fewnlidwmihidimudsmgieguadnussuuiomeiiiededuguddoyandnlimonly

AMIVUARBALIAN SN IABEATIVABUNITVIUTBITZUY Web Server, Application Server Lae
Database Server wiouudaitougnduazuilatiymmniu nasn 24 9l

a4, Ferimihmuandeauazduneumautlatigmmmdndes uaz/viernutigaunnsesetiasBunliun

swmsmely 5 5u dudnnniuiudlunsiadomdorudiaunnieaasaduduiifeuiosuds

e 9

4.5 nsdiiinsuiulsavasundasgunsel Jliuinisaesdamigunsainilandnvugiieuyinviefni

9

¢d o 1 v % a1 9w v v a v i ¥ Y
gunsalfitngaunnsaslisunansldau laglidndilddrelag Ingasseaudslisuimsmauaemily

Wepndt 10 u Aeuduiiumsiudeuulasgunsal
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a6. nadifinisuiuugaddsunladlyszuvanundegunsel fliusnnsdesdinszuiunisaiuguans
WabuuUas (Change Management) faadnrinienarsifiuansdnualdnusnnads Inodeaudsls
sumsnsuarminlitesndt 15 Tu

4.7. é’aﬁmv‘hiwmuaqﬂsmazLSamTUsLLﬂiuLLaquﬂmiﬁU%'uﬂ';qL‘Uﬁwuﬁaaﬁwmdﬂﬁsmﬂ’ﬁ nyly
15 fu tuanfuifinisdsundas

4.8, Fewmvedeuukumifauteyaiiqudieyadises (OR) uazdmihsenunanisnadeusyuunsg
Audeyavesliusmslisuinsnielu 30 Su ndmnvhnsvaseuiaiedy sgaeedas 1 a3 uay
Trdmihivesuasdlusiunmsmaseumsifudeya

49. #enhds File Backup (vmdk) Wfuswimsaiely 10 Su tuanniufisuimsiesve

4.10. #a3davinsneau Performance Report tudauwaa vCPU, Memory, Storage {usa VM v;ﬂ?i"ULﬁauTﬁﬁ’U
swens nelu 10 fu duanfuduieu

4.11. Ferimiserummumiaulisruu (Service Availability Report) ynaudeuliifusunas nelu 10 Ju
funniududiou

4.12. Fosdavhsenunassnnaumniudeulsitusuiats anelu 10 3 funniuduidion

1.13. Fesdimvhsenumsieset Log fuwiolull Security Log Traffic Log, Access Log, Audit Log ilumeiiieu
ifuswies anelu 10 Fu Wonniududiou

4.14. fipavi Preventive Maintenance (PM) luselasuna uagdavinseanuudwalvisuinns aely 10 u
FumnTudugalnsuna

4.15. nsdfesnsUausulssszuvasioudedisuinamsuaiminbitdosnda 15 Ju fewdniuns

a.16. nsfimneanutadvesssuueiotensiemstassruuneniiames fiudatauedesiiiumsudly

ielavedmsnanuazdndsenumsutlalisumsmelusveznamivuanussAuanuguuss dail

b seziandunsunlunazdngesigeny
FEAUAINTULT 5 oy -
JuaInduisuimsuaslaiunisuily
&9 (High) 79U
Yrunane (Medium) 15 U
A (Low) 45

MBI © SEAUATMNTUMSRE B wuTsruMIUssliutasmfisnensiisunngliuimsuseidiu

e

N13 Upgrade 55UU

Tuszurreeiidunislyusnis wnillusunsy (Software) Merdoanunistdusnig in1sean Patch w3e
. ' v a v % o A a o Y o ~ v
Version Tnd lAuimssiesudaneasidganisilasuuuacuasaanisnuiitiendes TsurarsnsruLiialy

Wudeyanisiadule viell minsuin1sUszaadaerianig Upgrade TUsinsu (Software) {lvuinnsazsies

-
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