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nsdeglivinisigrssuudmiuuinsdanisuazatugunisideugunsal Smart Device

aelusuin1s (Mobile Device Management)
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dafvuanINfaINITMILY
11 deuausszuudmivuimsdnnsuazauaunisldugunsal Smart Device melusuinns

) e

(Mobile Device Management) fiflaaiasfanusnyiausanfussuunesiineswarssuy
i3etngvessunsldegludagiuld

12 svuudwivvimsianisuagmugunisldaugunial Smart Device nelusuinng (Mobile
Device Management) 7itauadoaldsunissusedludssian Enterprise Mobility
Management uagzadlasumsdnadiueglungu Leader 910 Gartner Magic Quadrant Tud
2017 vivelnainin

1.3 szuudmiuuimsianmsuazaiuaunsldaugunsal Smart Device nelusunans (Mobile
Device Management) @111381991u4UU On-Cloud %58 On-Premise

14 ssuudwivuimsdanisuazaiugunsidaugunsal Smart Device nmalusuims (Mobile
Device Management) it iaueianunfiafaiuy On-Premise ULIASaIRBLNLAD S U0
fnaudnuazauiiimunniute 2. defmumiafunudnuusiane (Specification)

1.5 szuudwiuuimsdanisuazaiuaunisldaugungal Smart Device nglusunais (Mobile
Device Managément) Ai1iauadosoafunisldausiuiu Apple Push Notification
Service (APNs) Google Cloud Messaging Wazil Cloud Messaging U819

16 ssuudmiuuimsdanisuazmiuqunsldagunsal Smart Device nmelusuiais (Mobile
Device Management) finayedioesesiunisldaruuuy Multi-Tenant dmsuaiiuayunis
I¥usaufiunany LDAP
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WNANTUULTNY 1.1

19 szuvdwiuuimsiamsuazaununisldaugunsal Smart Devices nnelusuims (Mobile
Device Management) LAWBABIANN1SOVINAUUY IPvA wag IPV6 6

110 FavavsnisTdaugndesmungmne Tasaunsalinuldlddesndn 1,000 §ldeu Usen

111 gunsaluaslusunsusngausuazdweudoaduvedvy linerunisldemmnneunagly
Wuvesnnfundedudiitiinduuildlni (Refubished) Tnsiinifsdofusesaindauny
MY viIeUTENaIveNGnUsEINUsEmAlne

112 gunsaifiaueesitunssusesniamnnsgiunsuninsyatenauktivinivian FCC vl
EN w3 VCCl w3e CE

113 gunsalfilauediositunisiusesnusnasgiunuUasadesulnini UL wie EN ude
TUV %38 CSA %38 IEC

114 fimssudsziunsldnuvesgunsaiynegiaiifsdedussuudmivuimsianisuazaiunu
mﬂ‘fﬁm‘qﬂniiﬁ Smart Devices neTusuIA1T (Mobile Device Management) lsitloy 3

115 wingunsaivielusunsundediuuszneuifisusuiasllldmmuauasiamsndudes
vhunldusuiuieliiAnussansnwgean diauesiaasiesiamuazdmouliiusunnis
eegensutu

1.16  Design vedgUniniviasyuv lagseyingazidenvesgunsnl naonaugliuunayiinisideuse

U

Formundumaiinduruisafuauinunzianie (Specification)
21 dervuaduwmaiinegrsinvasszuudmiuuinisianisuazaruaunisldaugunsal
Smart Devices n6lusu1A13 (Mobile Device Management) §1uau 1 yn figauaudaail
2.1.1  enugendls (Software)
2.1.1.1 awsaamedoulngldfegBiuanioniu QR Code Tnglsisidusiosld URL
1ouTINIR VS osiaN s Uau
2.1.1.2 awnsaldeusiuiu Active Directory %38 LDAP v.3.0
2.1.13 annsadrdanisamedoulunguuesldaunazduiugsgauosgunsali
wnldanuluszuuiugldany
2.1.1.4 mmsmﬁ’ﬁmmsawwLﬁauqﬂnifﬁmﬁ%’umiaqﬂammﬁmmLLW@@\W@%&J,
sureagunsal, §uves OS, IMEI uaymglanaiosvesgunal
2.1.15 awrsoimuadninisinniswazeygnlaglédesyavasfuimsssuuain
LDAP 1ot

2.1.1.6 awnsndstennuiivendunsugliaula
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aNANTUULTINE 1.1

2.1.17 anansaivuaulsuigaudneaznisidanugunsel, auduifivesgunsaiuie
naugldeuLuulawdin

2.1.1.8 awnsadanisguniaidiefionsil
2.1.1.8.1 Wasusiadgunsal (Passcode)
2.1.1.8.2 Reboot gunsed
2.1.183 é"qé'wmwwcﬁayjammﬁumﬁ (Enterprise Wipe) n3aanun
(Device Wipe)
2.1.1.8.4 Aumsumiuesgunsal
2.1.1.8.5 muaugunsalszaglnarussuumuay (Console)

2.1.1.9 awsadsrulduleunglvinvunsdariugunsalls

2.1.1.10 annsansivdeugunsaimuauUaendeniunis Jailbreak 3 Boot veq
gunsalla

2.1.1.11 5995Un1simuAn1sIEa Kiosk Mode U iOS uay Android 1

2.1.1.12 seefumsimuanisldanunuumanedld (Multi User) fugunsaifigldvane
auannsaigsruuaalsunefitmualiiudldouusiagngu

2.1.1.13 s095un1simuaaiuadu (Web Clip) wazfiduniiniu (Bookmark)
Aulasila

2.1.1.14 @11113051897u%eyave9gUnsaluaviluNInIUANKUY Real-Time lng
Uszneushe deyasuainuvasndy deyadldnugunsal deyavesgunsaif
\Foudefuszuu medegunsaifinsantunisalidendedrganiugrsaani
Avun warszuuluRnisvesgunsad

2.1.1.15 ansansreasunaBulinugunsaifussuulngianmaluguuuues
Falus Fu dUnnoi uasd

2.1.1.16 @unsads System events lUdafiuiuszuu SIEM Log %3e Syslog Ia

2.1.1.17 a1u13auInnsianisgunsaitasaulasaduaindiunatanasn1svi
180U (WU NInTIaaeugUnsal MIrunideya meameidoudlden ans
AUAN Profile

2.1.1.18 arursanmualigldaiuuinisinnisgunsalvediiosuu Self-Service
Portal wasszuula

2.1.1.19 annsanmualvgldauingunsalutamefeuldausiudussuuldsag

LD
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ONANTUULTINE 1.1

2.1.1.20 soesunisuilunstdydnwaluassuinisuas App Store vseau1sauily
28 Custom Style Sheet (CSS) 1o

2.1.1.21 @nsaaderdsinne Application Tnesmlugii ey lduailuanlies
AUAUABINTTIA

2.1.1.22 $995UN19911971u5AU Apple Strore licenses base WUy VPP Store %3
B2B Store

2.1.1.23 @w1305zynisldnuLazaunuiuves Application euiuldnungs
glgnuldmuanuminzanuu Application Weaiula

2.1.1.24 5995ussuunsiiazuuy (Application Rating) Tungu Integration
Application fiuglda Tnedauanunsalirsuuunisldanunaglvauiu
e Teiauauuziitentswaun Application ¢

2.1.1.25 @ansaiiiy Web Application aslu Application Catalog l#

2.1.1.26 5995UN5ReAN e-Mail LU Native uag Container

2.1.1.27 58395UN19%1971ULUY Dashboard Iaguans Mail Configuration Status,
Managed Mail Configuration, Locations Status, Last Seen ALIALe

2.1.1.28 anansafmunligunsalifinuinuauslinsmmdouly udedermunlsl
annsaldeu e-Mail 1o

2.1.1.29 5945UNTIIV191UTINAVILUU e-Mail ¥93 Google Apps (G Suites),
Microsoft Exchange, Office 365, Lotus Notes Traveler ua g GroupWise
1%

2.1.1.30 5933UN171%914v84 Internal Application H1U¥8I%19 VPN #38 Secure
Remote wuuwUUSaIWTR lnglisnludeudeuss VPN Application ves
FUIATT LALTEITUNTVINNUTIUAU VMware NSX

2.1.1.315085umsimungunsallyivineniluliun Kiosk Browser Aifinnsd1iingunsal
Teansaldau Application Liies Application hala

2.1.1.32a1u15001%uUa Whitelist Site Wway Blacklist Site 11 Web Browser 484
szuulel

2.1.1.33gnsamnunligunsalviinisay Cache, Cookie, Website History anu
nafiruale

2.1.1.34auseUanulilildauvinnasds Email lUga Domain Aidvuale
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LONATUWLING 1.1

2.1.1.35amn35adesiunsAnasn msanedeya nsvia Screen Capture Wioiinnsld
111 Application vaagnanla2.1.1.36 5895UNTIIW A U1 SDK
dusunisldnusyuuinmanulasadiy

2.1.1.375095un514 Application Wrapping tietfiuminudaensuves Application
Taglisiaawaiun Source Code w3 Application sy

2.1.1.38ansatdulsinseaeudeyarlinunouduiuldan Application uns
\ingszuuiifedddansuessuinns

2.1.1.3950395un171491u Application Tunnel Laziusosnlaudasnfeny
Application Tunnel fulasetnenislula

2.1.1.40@1501%9u Identity Manager wa Single Sign On wqﬂnmﬁﬁaﬁa‘léﬂma
laifosldausauniu 3rd Party Application I

2.1.1.415995Un"15%19UUU Dashboard lagians Plan Utilization @y Call, Data
uay SMS & 59avis Top Plans fuamssrnugunsails

2.1.1.42annsauansnenunislidauresgunsniudaziaiosls lnsuansdoya 1
Peak Voice, Data Wag Plan Detail 1o

2.1.1.435955un5a%14 Plan Wieldlunsnsivaeuaiinsdni Data uag SMS I

2.1.1.445095Un 515 0uReAU Network Shares ,SharePoint ,55UU Personal Cloud
Y94 3rd Party 16 L¥u Google Drive, CISM Repository, Dropbox Wa ¥
Microsoft OneDrive 98495U1A51A

2.1.1.45%855umsiWauazudluenansludnway Offline Access 1o

2.1.1.465893unsidnsviateyauuy FIPS 140-2 e AES-256 16

2.1.1.475995UN1591197ULUU Dashboard laglaninalin1suaninaniy Storage
History, User/Content Status, Content Engagement W & ¥ User
Breakdown

2.1.1.48aunsamuauuartesiunisanasn, 119, 1 wagfiun (Native DLP)

2.1.1.495095un1sunlentinnin Application ¥9955UUAEN15LE Company Logo
way Template 2.1.1.50 sedfuni1silanasunluiendnsniy
Application ¥9gNANAINFURUUVBLENATITUTEAN Excel, PowerPoint,
Word, Keynote, Number, Pages, PDF, CSV, HTML way XML LLaxaﬁuaqu
msuiluenansdninamidaglisniudosde Application wiuiiu v3eld 3rd

Party Application 3y
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2.1.2

WBNANTUULITING 1.1

2.1.1.515995UN15 Share lena1532ufusILUNe URL fidnnudasnselneiiswaniu
Hostu wavannsasiimsuauadlunisaiiivanld

2.1.1.525095Un3N153n 458 UUUINNTIANNS Content #NU Browser WUU HTML5
nsdnmsiifonn uazeygnligldnuansoateiiiueds

€

a’ . X v ) /s e P
2.1.1.535895UN13 Synchronize (llenveyaainaouiiinesiudigunsalduy 9
5835uld
A o Y L. d o s £
2.1.1.545zuuiiiausaninsaniuauuazainulyuig(Policies) ivennundnsnis

Whnenanslasadl

2.1.1.54.1 anunsarimuednslunisidnfsng Wuseyana e
naulel

2.1.1.54.2 annsanmuadvsng Anaen/a19 veyald

2.1.1.54.3 aunsaimuaavisnisiuieyala

2.1.1.54.4 aunsafvuadninisdeteyanie e-Mail ol

2.1.1.54.5 anusanvuanIstdanen (Watermark) vubanansile

2.1.1.546  anseeyymuietesiunisindnasnnin9e (Screen
Capture) ¢
2.1.1.54.7 ANNTAINUATTYZIAINEINIT Download %a;&a N

Link #in15 Share ¢

2.1.1.54.8 ansnsarimue Password 484 Link 7ifinns Share ¢

S¥UU Application Load Balance 3117 2 99

2121 Lﬂuqﬂﬂizﬁuuu Hardware Appliance %%e Virtual Appliance ﬁgﬂaamw‘u
mLﬁ'aﬁ’mﬁﬂﬁLﬁqunicﬁ Application Delivery Controller lnglanis

2.1.2.2 Jugunsal Application Delivery Controller fianmnsavnandlusedu Layer
4 uay Layer 7 1]

2.1.2.3 fianuansalun1sdanis Layer 7 Throughput laitieendn 1 Gbps

2.1.2.4 $935Un15¥i1 SSL Offload Liitiewnan 2,000 SSL Transactions per second

2.1.2.5 @11190%1 Session persistence 9110 Source IP, Cookie, Server way SSL
Sessions gt

2.1.2.6 @14150%1 Load Balance lag 19 Method WUy Round Robin, Least
Connections, Lease Packets, Response time WLa¥ Hashing o

2.1.2.7 @1nsavi Health Monitor lasad ICMP, TCP way URL 9
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WNRTUULTANE 1.1

2.1.2.8 losun1siuseslulszinn Application Delivery Controllers Lazfoslasu
n13dnanueglungu Leader 910 Gartner Magic Quadrant Tull 2016 %38
Twainn
2.1.3  ¢ugsawas (Hardware)
2131 \njesnouRnefuddrod miuindessuy Enterprise Mobility
Management 317U 2 Y
2.1.3.1.1 HunTespeuiameiuitne (Server) wuufineuu Rack Tng
iwiefinugaliiu 1U muuinsgiu EIA wieustadou
2.1.3.1.2 fivulrgUssunananatsviln Intel Xeon-Silver 4108 %#3o
g uwLuy 8-Core #39AN11 Iuruliitoenan 1 wuae
Tnsunavssinnuidyarauniniliddesnin 1.8 GHz
2.1.3.1.3 findrsarudivanvuialiissni 64 GB wuu DDR4
RDIMM %58 LRDIMM %38#n71
21314 1 Network Interface LU U Gigabit Ethernet 158/ n11
Junuliitesnit 8 goq
2.1.3.1.5 31 Fiber card Luv 16 Gb %39fni1 Swaulidesnin 2 ¥es
2.13.1.6 fvesdmivldmiedafudeyauuy Disk vuan 2.5 ta
108N 8 YUY Uars035U Drive LUU SAS %30 SATA 138
SSD
2.13.1.7 fimhedafiutoyauiin SATA / SAS / SSD wiefini1 $1uau
Tideendn 2 mie lnsusazmbednnuqlidesnda 300 GB
finnusasevliitesnidn 10,000 rpm warsesiunisnen
Wasuuuy Hot-Plug %38 Hot-swap 16
2.1.3.1.8 fiszuuaruqunisdaiivdeya (Raid Controller) Al
nrANIlidesndn 2GB WuU SAS / SATA #38@nI
Tag5995UN15v RAID 0,1,5 1
2.1.3.1.9 i Power Supplies 31U 2 wihe warsasiunsaenldeu
WUU Hot Plug #5® Hot Swap @
2.1.3.2 szuunibedniiufeyanieuen (External Storage) 110U 1 4n

2.1.3.2.1 seefumsideusolulassnenuy SAN 1¢
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WNANTULLTNY 1.1

21322 §1 Controller lalfosnan 2 nihe Tnewdle Controller flada

d! = v o = o 1 1l J
MuqmﬁJmawLwaaawuwsawqaﬂumaiﬁiﬂaluuwaﬂixwuma

GRS
2.1.3.2.3 i Node Cache Memory vunsiuliieanin 16 GB
2.1.3.2.4 31 Host Interface WUU 16 Gbps Fiber Channel #38#ni1

Swauliitdesnin 4 Port
2.1.3.2.5 AUUAYUNNTYIINULUY RAID 0, 1, 5 Wag 6 n3awiguwin
2.13.26 il Hard Disk Drive viin SAS anuiiaseulidoandn 15,000
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