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TUALRYALATAANYULLANIZATUINAUA (Technical Requirement)

e iusmswaszuunsAnnsasfussnaunsuazdiauandndueisuinis
Wugpwsasulad (Customer Filtering & Offering Engine)

YINUUAAIMUABINTITATUNATIAVDITEUUIIU
1. #7u System Architecture

1.1
1.2
1.3

1.4

15
1.6

1.7
1.8

1.9

FTUUIUFDIVINULUY 3-tier Architecture

srvunuiliudnmsdeafudnune Web-Base Application
FEUUANNTOVINNUULTEUUUURANS (Operating System) Windows Server 2019, Linux
RHEL (Version laisnn 8.0) Ideeislatinamila

FTUUANTAYIUUUIUTRYAIEdUTUS (Relational Database) $1945895U Microsoft SQL
Server 2016, Maria DB (Version laishnn 10.5) Iéoeilnoenanils

SHUUAMNITOYIIUUL Web Server IIS %30 Apache I9oelaegnanils
syuviinisuuswennsidnldanuszuu saudsamnsanvuedns lumsidifesgaudise e wu
User, Operation, Admin, Super admin Vs

Fosaiuayunsldavaidldssuudag AD (Active Directory) ¥essu1ANS

FONNINA#DU Performance Test (Load Test) 210 Testing Tool lagn1svaaausas
sosfuuTinaulszuuanundendu (Concurrent Users) laitfaenin 100 Ay
spuuihiauedesansnsatuiingiens (Log) iitemsmsiaaey wardldsruvnusadhiannsa
Delete uay Insert 1&f uvaiu

- Juiinmsideanssuu (Access Logs)

- YuiinnsuiRauvesgltan (Application Transection Logs)

- tuiindloidn AppLicaEion Error (Exception Logs) (6nd)
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2. AUIAFIUATTINEIAUUADANBYBITZUY (System & Web Application) agatiausadl

2.1

22

23

24

2.5

2.6
2.7

Vulwiueaszsuudesiinnaasnfelunsigsnssu Ineld Protocol fudrsvadulunisdud
Toyaseninegltu3nisiu Web Server L HTTPs

sUuuunsieasfedld Protocol (SSL 3.0/TLS 1.2) fiusgsiiee
finnslglususesiuu-Wildcard SSL Certificate

fin15v End-to-End Encryption fiszsiu Application Layer ifenwiaaiuduuasany
Uneasedeyaglduinig wu sviauvesliuinig
fnsisiateyasiaiiuresdldvinig AdaAvlugrudeyanldlunisigaddsny
(Authentication Database) fsanasgiunisinsianidiufivousvaina Tneidondanadvily
madswanuudeundULild (reversible Encryption %3 Hashing) wagiimnusiuasasnse
#osiinig SCAN svuu Tnedipsaseungu wazdaanandsaues OWASP TOP 10 uddng
finsauaulidernuudaiiou (Emor Message) Wuminawiifiguuuuiieituian Tng
fomnuvzdosdoarslignAinenudilarignies wasasdedlinanstayanieluvesszuy
1w B30 uaz version 84 Web Application, Debug Message, Stack Trace, IP Address,
Path 1Hufu wazmsuanasiaiuenisamnesnsiaLiianaIn
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2.8

29

2.10

2.11
2.12

2.13

214

2.15
2.16

2.17
2.18

2.19
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Go-Live s¥uUU
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finseuaulilitinsdnfvdeyaiildlunisssydnuuas igadsmuvssdléuing iy

User ID w38 s9an1u 131y Cookie w38 Tu Web Browser

finsuImsdanis Session mslfuegraminzan lnsegafaeliiinsmunuiianain

{84910 Man in-the-Middle Attack Wag Man-in-the-Browser Attack

finsauaulilvitinsiAudeyaiddyvesgnélilu Session wasiinisasne Session Key

Tniidedinaidngszuy

fin1sivua Time-Out Y84 Session

wiiuled (Browser) seanuuuliannsataiunis key wnqudoyadfey wu User

ID/Password nmsdusudeyatayvosgnd s

sruuueninsamuAllile Usemame wenfudnldauszuunseuriu (Concurrent Session)

syuuansaseiumslmuvestyildszuvaudunisdiam weiinslddeyansigayd

faufin Ay 5 A%a uazdanseiuligldssuunuannsa log in I8Bnafmdsan 5 uil

(@nsawasuuas Wuewarsuulouefisurasimue) duanasladeyanisigai

snuiinnagarie

sruvansadhsateyaifudwhsinmsgunadhstaiiausiuasaende Taglii8ns

wsvia wuu 256 bit viegandn Tneldlususesrmuasadsnuiisuimsiun wazsuians

aunsoiAsuluiusesmutasadeldluaunen

3. NIAVANNIATTIUAMNUABAABTRITEULFuTYA (Database) oenetiaydall

3.1

3.2
33

3.4

35
3.6

3.7
3.8

lilyanslunisindiennn Active Directory Tasadydgldszuvnunielugmdoya uaz
° a £ o = Y o &
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Fostmuadniveaueunaindulunisdife grudeya Wvgau Wy Hanslunas Insert,

Update, Delete foyalu Table iy

asraaeutaznumulnIdldnelugudeys uaraudtydnlildfinsldausenainsyuy

putoyaneutuldnuszuy

Datinyigldvnmientumsindegudeyandeusn viewdsusimiumasydgldndn

maamwumwamu‘lumsvuwmsuwgwwuaa_ga‘twummuumﬂaamﬂammalﬁﬁl.ﬂuamwaa

(el dulusmuleuneiisuransimun)

- ADITIANNYIBENUDY 8 FdnYs uasReIlsenoume fmtlde @iay ArdnyINuRing
wagsdnusdtydnuel wiazyiln agetiey 1 dadnus
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Aoedwan Patch IﬂiLmsmuuugmmaga’mLﬂunas‘vumqm Tunsdifisndu wavedureds

wanszvulumssman Patch Wsummsuiteifuteyauszneumssaduls Patch
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39 sarkuiivlugudeys desimadhsiavessiaituiae
3.10 Lildi8neeyUndgldsyuuvan wassiaiuvesssuugiudayalu Configuration e Taely
HIun1sinsashwauUaensie
311 doniuausnisdsastayavesssuugudeya (Backup Database) ilovaniassmuidemnei
wistumndeyaifamademeviegayme laannsaidoyaiidses fuldeonld
4. 31U Web Application
a1 spuuaunIavheuuy Browser sl IXiduethatiey
0.1.1 uanswasuiuusesun Smart Phone ua Tablet Il
® Google Chrome
® Safari
412 wanwaruSuuTwesuuAIesneufmes (Desktop) Téail
® (Google Chrome
®  Microsoft Edge
® Safari 13U Mac OS
4.2  JUuuuBiwessruumuIreaenadeaiumg I/ ULUUTIsUNAs A
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