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fosn1sindaszuuladasing (Patch Management)
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Hiiuterauenainsinressuulntedlvd (Patch Management) SuzaulunufisuIAsimue Al

1. defmuanmautfanizvasdiulansdoya nMnsuvesszuy (Monitoring system)
Anudnuydsil
1.1 fidnwasziuy Dashboard anunsaviuusadusegly (Personalized) 16l
1.2 $in199197ULUU Web based Application
1.3 @315009NS1IWUAUNTINUALINIAN (Scheduling) 1Wuseiu sreduai uas s1edould
1.4 gnynsoudaiouldle (Alert) lawumnnisalnuditmual faramih
1.5 anunsauanamateyaludnuay Dashboard NnwandwIiuImsdnnis Patch dwsu
seUUUFTRNNT Microsoft Windows uag seuuUfiRnisdu 4 mufiauslulassmsls
1.6 sea3unsiiuveneitedesreiieyanazidouterussuunudu 4 1§ dsenaude

Atlassian Jira, BMC Remedy ServiceNow Lay VMWare vCenter ldiliuagaion

2. SEUVUIMSIANTT Patch dmiuseuuyfinnig Microsoft Windows

L3

¢ ] dl a Y a & =
2.1 Lﬁu‘ﬁa"/\lmLL’Ji‘VIQﬂaE)ﬂLL‘UUiJ’]LWE]U‘JW]‘Sﬁmﬂ’IimSmﬂm Patch IWEJLQW']S uaﬂq{jmaﬂiiuﬂqi

YNUKUY Client-Server (Agent based) %39 Agent-less uazda@nslunislau (License) 1o

LYY

o 2 I aa a . . ° XY ' 2
soeiunIDegnUefilissuuUfuRnmsuuy Microsoft Windows Snuwaubitesndn 1,500 13eq
fue
W

o

2.2 A3zUVUIMTIANISHUUTINAUY (Centralized Management) faviraululuy Web based %38

Client based
2.3 ausofiaga Patch falsieazdenogratonssil
2.3.1 wuy Agentless uusEuuUfURNS Microsoft Windows 32 bit uae 64 bit Haud Windows XP
SP3, Windows Vista, Windows Server 2003, Windows Server 2008, Windows Server 2012,
Windows Server 2016, Windows Server 2019, Windows 7, Windows 8, Windows
8.1 uay Windows 10
23.2 WUU Agent UusEUUUHURNTS Windows 7 SP1, Windows 8, Windows 10, Windows

Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, Windows Server 2016,

Windows Server 2019
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2.4 gransavhenluanimundeuiifuesesnsufunodiaiiou (Virtual Environment) Iéwaseluil
241  @unsofinie Patch vuiA3psnefimasiaiiou (Virtual Machine) Ssfindssonduns
VMTools Tudaldlaevineunuy Agent-less wailillnshatuag (Online) wag lallidn
91U (Offline)
242  @u15aRaRe Patch dm3ufunuy (Template) LA3panauRalnasidiou (Virtual
Machine Template) UuszUU VMWare 16

243  awnsofnde Patch dmiuipdes Hypervisor Uszan VMware ESXi I

a v £ a ¢ A ° 1% ' a o Y
2.4.4 a']ll']iﬂaﬁﬂ'TﬂVﬁgU'ULﬂiaﬂﬂallW'JLm@iLﬂﬂJ@umqﬂqiﬂﬁqﬂ Snapshot ABURNARMN Patch 1@

¢ A ° A o

245  @wisadenislissuuiniesasuiinmesiaiiourinnisay Snapshot Lledisuau
Snapshot flaf1slagszuuiiumitsnuiiiimun vie fegiiunitsunuiuiidivun
246 awnsasunnteyassazBunvenissnenfinneiiaieu (Vitual Machine) fiog
melamsguaves VMWare vCenter 16l
2.5 insuImsian1sgldau waggIan1sseuuluy Role based (Role Based Access Control :

RBAC) lnganunsarwundniidunguasieluiildidustsioy

251 glensavsldauily

252 gldnsiavdiamzlunisdnsiadeum Patch MvauulAissgninsuagosnsisauly
foyansIuTle

253 {ldftavsianslunsdsdings patch vuipdesgnineuazeanseauransAada patch
T 9l&

254 {dfannsonseaeudeya 81 way Susienu

255  flindavslumsuimadansssuunuieuimsdansdly

) [ LY

2.6 a1m150UiMsSansile (Usen AisinasiBensiafudydsiedodléuuseuu Micosoft Active
Directory 141
2.7 aansavdmsdams Patch durpludld
271  msvdeuiniesgnineiiledudu Patch Addlifng
27.2  1hd Patch fifessinddluduatesgninemanleviefifauassuutmun
273 ssdeumNaNysaignFesaImAN IRk
2.8 awnsatauenandusifiuduieliinnuldnudedmun lnendndusifiauedosdide

ANUEILNTOMIUL DA NUALATUSIU LLasﬁﬂmu'ﬁwﬁ’uﬁuwamﬁmeﬁﬁuﬁmua‘tﬁaéwaugszﬁ
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2.9 aunsafias Patch Tnefmuanan (Schedule based Task)

2.10@11130 Patch lUAndadaindosneuiamasiitmunld siluuuusmenies uazuuusungs

2.11 @unsafviua Policy uagmsuduiteudeululunisds Patch aungugldaurowhmsfnsals

2.12 @NInTIUTINTDYAAU Inventory W3 Hardware wae Software Tagaansarvuaduluy (Asset
Scan Template) lun1snsestanisday afifoIns 19 BIOS, Disk, Memory, Motherboard,

U

Processor, 576015 Software Nladnnnauwdd (nstalled Software)

2.13 nandusiiauedossesiulusunsulszyndvednandu Nusnwmiloan Microsoft Sruavlidides
11 100 wansdaet (3rd Party Application Support)
2.14 ansaldan3us w’%am’;'«aaauLLa3LLf"ﬂ‘uﬂiymﬁLﬂ%aqqﬂﬂﬂaﬁwialﬂﬁlélﬂua&haﬁaa
2.14.1 au Temporary File va53UUUURN"S
2.14.2 957989V Version U84 Anti-Virus definition %58 pattern
2.14.3 Windows Service
2.14.4 Windows Event Log
2.14.5 WwaWnMEEaTAIeIgnYIe Reboot (Reboot time)
2.14.6 Registry Key Value "1 scope 7ifmiun
2.14.7 579013 File Shares ﬁﬁuum%‘laqtha
2.14.8 Asset Tag U84 Hardware 211y WMI
2.14.9 @113nva9 Local Group (Local Group Member)
2.14.10 AMviumA1 Wake On Lan
2.14.11 Disable/Enable Remote Desktop
2.14.12 Disable USB Disk Service
2.15 finvesenuanuslasianizlavansainuagiaiafifents visdenneufiannesidu
sengu vieldeniowzdioya Patch wagfinsnenuanusdwieluilfidustrelias
2.15.1 swmuamuwaqLﬂéaaﬂauﬁuLma%ﬁayjmﬂé{ﬂ'ﬁ@l,l,a
2.15.2 SM89udeN UL MIAaR Patch ﬁquwaqﬂuammuamﬁam

2.15.3 snguamustediNingveau Patch Tuszuu

2.15.4 renuiusuundldniuaiugdiesnis (Custom Report)
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3. 5TUUUIMNSAANIS Patch dmSuszuuufjuanisilaily Microsoft Windows (Non-Windows)

3.1 LﬂuszuuﬁgnaaﬂqumLﬁauémﬁmmsmsamﬁu’q Patch lawlawiy waziianUnenssunig
M191UlUY Client-Server (Agent-based) Lﬁasaa%'uLﬂ%ﬂﬁﬁsswﬂﬁﬂ’ammw Unix, Linux
war Mac 05 s1nuliitfesndy 100 w3os Tnefansnisldludnuae Perpetual wisfinin

3.2 aNI0RRRY Agent uazAnd Patch UNsEUUY{TRN"T Mac OS X 10, CentOS Linux 7, Red
Hat Enterprise Linux 5 - 7, SUSE Linux Enterprise 10 ia¥ Ubuntu Linux 14 - 16, AIX 7,
Oracle Solaris 10 & 11 16

3.3 M suimsdanmsglduazginnisseuusuy Role based (Role Based Access Control : RBAC)

3.4 gnansauImsdanisgldau (User) Tnerdouseniu Microsoft Active Directory ‘I

3.5 41U130RTINABUATRIGNU I WOEUEY Patch Ndslaifnsala

3.6 @ausadnausnandusRuduiNelinulanudenivun Taandnsunniausdoiidna
ANuEInIandaivualviasuiiy wagyhauhuiuiundndusouniaueldogauysal
3.7 A53UU99n15 N5ty Bandwidth ¥aaA3a1e tafIMUANISIY9IU bandwidth vaaaIau1ely

winngaulae ldidanansenusanisldauasatnenuuni

4. VBUANITANTUIIY
4.1. PeNUUY uazinmesruulndodlu (Patch Management)
4.2. Rndagunsaiszuuladedin (Patch Management) fiflaaudnunzlimninnadnuoeilseyly
10 1 (Wwinl) Wenunsaldaulad uasSeudey
4.3. sgeziann1ssudseiunslday 8nsnisldnuniu Software wasmatrgednw (3 U) laglad
Fltany
4.4. Saw3ougunsalifenlos uazanedygrneg iledoulesiuiniesnoufinnesusiaie gunsal

Network wag Storage 8ssUIANS WausaldanusuiulAsg1adivsedndnm

5. NMIANBUsY uazdavinenansgile

5.1. dandngmsnistineusudeslfuinisiitudauaseuu wazdidlnausudwiuliddesndt 2 au

[

ImaLuamsuaamiclﬂausmsmaaﬂsamqu Wnsldnuuaztiigdinwesuss genduisssuula

%93l (Patch Management)

5.2. 9avheilonslga/msinnuresszuy lusULLwaa Electronics fiah)

5.2.1. @: amimﬂmi”‘uu (Installation & Configuration Manual)
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5.2.2.gflensldeuszuvdmiugldszuuaussuy (User Manual)

5.2.3. glamslinussuudviugguaseuu (Operation Manual Administrator)
524 gffonsudludiygmidasiu (Trouble Shooting Manual)
5.2.5.gfensdsosdoya uazAussuu (Backup & Recovery Manual)
5.2.6.@::“]@6153%@11msﬁwlu‘umssuu (Monitoring Manual)

5.2.7.6l8n15%119UY8938UU (System Detail & Diagram)
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n1sIndaszuulantadng (Patch Management)

lauasindndeszuulnvedlnd (Patch Management) agsaslanautinaziesufUsiniu
Yo A3l

1. anaudRAdBudaiiue

t 4
=1

Hiuteiaueaziosdiguandiuasio fuinudaimun foil

11 feuanunsanungmaneg

1.2 hiduypraduazans

1.3 ldegsgwinadnianis

14 lLiduyeeadsegszminsgnaziumsudelaueniovdygfumhsnuvesiglidansn
WesnidugiilisinunasinssefiusanisufiRnuesszneunsniussdeud

SguuRTIIMINIENTIMIAdsimunmivsEn mmeunslussuuSetsatsauLme
Y94nsNUYTINAI

15 lifuyaradsgnssydolilutyineledisnunarlduiaioudeliniuiisuves
mhonuvesiglussuuaieteasaumavesnsudyinas Ssrudliyanadifiany
Juudnddanis nssunisddnnis guinis gisunslunmsdifiueulufanisvesds
yARATUAEY

16 fpuautiuaslifidnunsferinunuiieuznssunmsulsuemsindedndiuasnisuins
Wagnasgivualussiaaniunw

17 Dulfyseadilewaneiaglunsdamiunded

18 Lidudldsuienaviviemnuduiy fsoraufiashivondumalne uuiizuravesddy
Towausldiiddsliaasonaviuararuduiusuinty

19 fiauesiadesldfunsutsialiiiudunusmineangudnviafiunudmiely

Usewaing 1aeinadasusaauiandsosunans iuniusawenaisiauasnai

2. Asdeuau
21 fauenailasunisdnidensiesdsususeuulatednd (Patch Management) gunsal
a a v 4 P v Y = o & vy v
ansnisldau uazenarsauiiendes aunudnvuNnnasdneldatgiagnsies

AsURIY 8l Pvinsdrtnaulugiressuims aneluszesioan 180 futivdaainiunleas
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szpvnaInsdmeuiuimuananfiszyviedesniiuvioanduuld

23 fiudeiaussesimiideuseniieududesuiasitmenduiiynussianildifuay

vae5u AT lidluswnIuLe uusvIalUsWns eS8 lag

3. Ausu

31 nsditdanansadwevdudmuninmualude 2.1 vdedweuudusligndes liasudiu
val o v v o oA Y  a v @ Y Y v
Houtaiausnlasudnidondosusenlisuimsusuiduseiu ludninfeuvaz 0.20
(AudqAae) YassmWagTiwNe (T Byariiiy) Tudanniuasuimamsdsduing

° = o oal v a v % v 4w A a o &
ATUNURA QUQQ'JUV]VLG]?NQJQUGUF’HQﬂmaﬂﬂiua’)u NIDIUNBUIANTUDNUNLANNTEAND D

32 asdgiusmsldanansadidunisliuinisaduanu (Support) imuieulumsliusnis

u

nmualute 6.2 1863 uastes.d glruinisdesdusedlisuasuiudusedilus Ty
9n91508az 0.20 (FUdREDY) vosarINMIInTeviavun lnetudaanszasiiandillanunse

andunsla audesseziianisuiasainsalsusnsiontuung wassseznainluds 1

W oas

e Wiiudu 1 4hlue

¥ ooa

33 asangliusmsldanuisadufiunistiusnisaduayu (Support) Tiautaulanis

Y
]

Wusmsnnmualude 6.5 doutaiausnldsuinidendesdusanlisuinisuiuidu

v
& @ (Y <

513U ludninsevar 0.20 (Audnasd) vessmagiaun (Srumdyaaity) Tudn

q

a

NnTuasuimusudsiunlasiunsivignaesasuiiy

4. NMINASUIARNLRDN
4.1 suAserliinnsandaiausveiaun mMINwUIn
4.1.1 fuautiligndewieldasudiuniunuin 2 vieduenansliasudiuni
WU 8 rseilnauseloviisiuny m?aLfJuQ’Lauaswmﬁﬂssv‘hmsﬁutﬂumi
Tnarnansuaadusiategradusssuanunuan 4 unaldudeianaiaiiea
\Entios vieRnnannluduinlaszddy et luewensdiisuansiiasaniiy

1 I~ & 1 [ 5
I UL A BUNPNSIINTU

9/23

=" 0%,



4.1.2 YeulnuuazloulunisindessuulUndeslud (Patch Management)tinlaue
Laiduluaudefuruadusisunelia / WaUnnsiiusnsAsIvualy mudn 1

42 Tunmsinsuwanstuderuenssll sunmsssinsaalaelivdninasisamiige

feulunnsdszity

suAsasdrseRumssuuTatedlnd (Patch Management) Wndiudsldsiundyaraiiia
PaBATIUNTOINTIUY WazAldTeiaudliundiudeimedldsumsdndenlidugae
aely 30 Sutiudaanfuiidliuinsdavinluudadonifuauinsuaglfauenssumsnsaiy

Yp35UIATAITUNITATISULT USSR uAD

n13Tulseiu wagn1suSnTatuaYuY

6.1  feeneniiliiudadonssdedlifineiudssiurmugign unnsewesgunsalsyuule
984117 (Patch Management) waggunsallisaniosfussuaunia (Wuan 1) 19y
sgzhaitosnin 3 ¥ furniuiisnensemaiureumuduiiGeuiesud

62  fauemandldfunsdndendesdaliiidmihiftianuinnudung wieamaneia
Inswvivde e-mail fanunsofndeldazaniieduuianndates ausnw neude
Fnau “Iﬁmwmhamﬁaw%auf’ﬂmﬂmmﬁmﬁu (On Phone Support) 531Gt 198y
imnTunaen 24 4lua (24x7)

63  nsdaude 6.2 flauesadmeundulisuiasamswaiglu 4 $2lus duusinad
Isuudsansunmse teglifienldaelag Wiudnnelddouls

64  lunsdifigunsaliindates lid1esiinendruiilu Hardware wie Software vinlwtlsl
aunsaldanulanuungd angludmuaiiainiude 6.3 guigasdessenulgniaiy

o 1

rgnunnsssvasgUnaiminiy wasiauauuamansuiluilgmeanutgaunniesues
gUnsallsl surans Aansanaeliderimundadeluil

Q) lunsdiflgunsaidrgaidomeliannsoldouldimmamieliaansaldonldly
ditdrdy duisasfosiuiunsdenusuudlaviowdsuiudiu viedangunsal
dsemaunuiitiguamitsuriviednindy elvgunsalegluanmldanuldmuund
meluszegiaa 24 Falus Fuudnanildfuudeansuiass vise meluszezandud
5UIANT MVUALERNUANmIay

@)  lunsdifigunsaiirgademeliianunsoldeldlududiliddny fuodeaaus
sroznamsuilumiuthzaunmiesauudauaialiisunnis fsanlvaudiueeu 3

HU18ARIRLTUNTIUUNUIUAINE lUTiU
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65  dalvilidmihinidinsisdeuaniugnisvineiu wastigesnyissuy (Preventive
Maintenance) Titlaenia 4 59/ wiounadavinsigasildennazdunoun1snsIaLge
Y v PR & & @ PRy Y de v oa
e deiausuuziilulsslenisesuasiluaednuaidnusynasanliuinig
Ny ' 1 Y o v a pu]
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a9 v v Y ala a a o | & a a
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il surmse Tunaunauninguisssdenusaudluasiinsegunsainduduliun

5UNA5Y @nsortaulanuun

7. wuunanuseiudyyiuaznsufinniudayyn
HEutalaunaIiiiung il
7.1 awnludygrdusuinsausuuiisunasimualiudasianielu 30 Su dudaain
o vy g o ' A1 ad v 4w &
Tunlasuludweainsuinig viell suimsveanuandnazysuilasudeanuludygn
UNUsEMIANIIELAIS

a

[ LY a wa Qs 13 ' =y o A as [ o
7.2 MmwanussiumsuiRawdyanlvsuiasney visluiuniasnuludyan Wudnnudy

W

lisningevay 5 vesyarmyidemun (Gmmyasuii) Tasilszesaamseiyseiy
ﬂué‘?«wﬁ’uﬁaamu“luﬁ’zymwuﬁﬁuﬁguqmmﬁ”uﬂszﬁ’uﬂmmw TneldwdnuseAusetamils
odla il
721  wandesidavessuraslulsandlng &91e “surnisiiensdseanuazingn
wisdsemelne” Tosaciuil fasaludygn vienouminilidu 7 Suins

722 widesusziuvessunasiulszmalne wuwan 9)

73 asAuvdnuseiu surasesAulilegldfinenides viedudinlaq udsenduga
sveznaIMssuUssiuguameessruuteyandnussiuduiGeuosui

8. N1sENLan
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