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SMS 1ot

daT0UIMTIANISgUNTAlNT Web Browser w38 Software Agent g1
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Fuuseunisldarusis Hardware way Software w3adulsenouduiiinauelulasentss
Lyiveandn 3 ¥

nsdidlafinsimunguandAenglimndndudeufiufmiiely Sandbox Tool @snsa
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v3e Software %39 License w3odruvsznauiiuidniisndusenisuivuge wasfinds
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2.1. iugunsnl

2.1.1. Jugunsal Hardware Appliance fflauamnsalumsnsisdevuasdosiusoanaudy

W
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g9 (Advanced Persistent Threat) WUy Known ag Unknown Attack #38u1Wandu

wdSuvasgUnsal Firewall w38 Proxy 1nsiuvinauld

2.1.2. i1 Throughput 38 Performance laitiounin 200 Mbps
213, fwesmdousewuy 10/100/1000Base-T suuliiioenit 2 wosn
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module 10GBASE-SR 311 uliidiasnia 2 wase
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finesniTeusiauuy Gigabit Ethernet fiugniamizdmsunsusmssnnis
ansaRnfaslulLuY Inline mode was Span mode I nsdlliianunsafiada Inline @
fgunsaiisaansaiiauegUnsaiifinduliasnsaviuluzuiuunisindauuy nline
[
annsavhauldie Monitor mode wae Blocking mode nsafliianansaviary Blocking
mode fufgunsalissanunsatnausgunsalifisfulvamnsavirnuluguuuues
Blocking mode 16
syuviitiauaaunsavin Bypass Ul Interface WUU Gigabit Ethernet 1¢f w3oil Bypass
module ¥3a@mN5avi1 High Availability (HA)
ﬁﬁuﬁ’%’mlﬁu%’ayja (Storage Capacity) liiounin 1 TB
Hunasdngluin (Power Supply) sunalidesnin 450 W wuunieludnuiulidesnin 2
%A ¥uluY Redundant
qunanihinaue ssfeadussuu Hypenvisor fignadratuiiteldfinsgvisiauaslnaianiz
1% Hardened hypervisor %38 Virtual Analyzer #58 Custom-built hypervisor
a3l Multi-Vector Virtual Execution engine %38 Virtual Analyzer \ievinns
nyvaevlndliednation 2 yandeutu nisnausifiu Clouds services tiavinig
ny1vaeulvidls
qﬂnsaﬁﬁﬁuauaﬁssuu Multi-Vector Virtual Execution engine %58 Sandbox %38
Virtual Analyzer dosusznauludessuudiil Operating Systems sigluiliusgados
A® Windows XP, Windows 7, Windows 10 wagaiuisavinauniauiulesgiatios 2
Operating Systems
annsafmunansnisldauvesifldan (Role-base Administrator) etfunseiun
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2.2.1.

2.2.2.

2.2.3.

aU130n53FUALIATIRTAITIUFULUY Multi - flow/session based analysis %50
WUy File-base Analysis
AN115003799UNOANTIURUY Post-Exploitation Ul Protocol SMBv1 %38 SMBV2 %30
ANUNI0RTITU APT G?f’JEJmi'isq Malicious Content, Commmunications and Behavior
fidofle Advanced Malware sumntumeuvasnslaufldvesaildniot
2.2.2.1.Internal Reconnaissance %39 Intelligence Gathering
2.2.2.2.Credentials Dumping %38 Data Exfiltration
2.2.2.3.Lateral Movement
i Dashboard %30 GUI uwanseasdendsil

2.2.3.1. Threat Level %58 Threat Monitoring #3® Threat Activity
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2.2.3.2.Top Host Subnet Callback Event #38 Top Hosts with Virtual Analyzer
Detections ¥3® Threat Type Spyware
22321, ¥ vise 939 1 Tufisiuan
2.2.3.2.2. TwdUAA 38 929 1 AUAWITKLAN
2.2.3.23. 180U ve 929 1 iWeufiiun
2.2.3.3.Critical Malware Detection %58 Top Malicious #3® Critical Threat Type
Virus
22331 590U w30 939 1 Suitknuan
2.2.33.2. dUAA w38 33 1 dUATHNLIN
22333, Tevdieu wio 939 1 Weudiniumn
2.2.3.4.Threat Attack 38 Threat Summary 38 Threat Type Vulnerability
223.4.1. 9y vie 939 1 Tudtsirusn
2.2.3.4.2. U vie 929 1 FUnTiuIN
22343, wWifou 30 939 1 WoufiHiuan
2.2.3.5.Top Infected Subnet %39 Top Malware Infected Hosts
2.2.3.6.Top Malware by Host and Activity %38 Top Affected Hosts #38 Top Threat
Type Virus
2.2.3.6.1. vy v 939 1 Yufikiusn
2.2.3.6.2. 9w vide 939 1 AUV
2.2.3.63. wifeu v30 99 1 ouinan
2.2.3.7.Daily Monitored Traffic (Mbps) #38 All Scanned Traffic
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Advanced Malware %38 Zero Threat lval 9 fiintu wazilutlaqiu
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