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FIUALDIAAMANYUIANIY

o A’ =Y &
nmsdadaszuuuinisldauszeslna (SSL VPN)

1. afmnuaquantianizgunsal

1.1 gunsalszuuuinisgldeussering (SSLVPN) $1u7u 2 1e3as
1.1.1 Wugunssiflddumsesnuuuindmivmugumsididminensszuuainsseylnalaeianis
1.1.2 ansovieuluguuuuves High Availability wuu Active-Active %58 Active-Standby 161
1.1.3 i Port Wausauuy 1GbE wiaRniswauliesndy 2 Yeudouse
1.1.4 fdwmheanudvan (Memory) Sauiuliesnin 8 GB
1.1.5 f97uu SSL VPN Throughput litasnin 400 Mbps
1.1.6 i Hard Drive #iflauglitfosndn 500 GB
1.1.7 annsaldanulandeuiuduiulitioenin 300 concurrent users
1.1.8 sesfumafinvenslusuanldliuesnii 2,000 concurrent users
1.1.9 #Uuuumsvinulunisidnsia Cryptography support Wuu AES 128, AES 256, MD5, SHA-
256, SHA-1 a1
1.1.10  sessunswauuy Elliptic Curve Digital Signature Algorithm (ECDSA) 16t
1111 awnsermuadewlunsdildon (Client Access) dadeula dwoluil
1.1.11.1  HTML5 (RDP/VNC/ICA/SSH)
1.1.11.2  File browser
1.1.11.3  Citrix XenDesktop
1.1.11.4  Layer 3 tunnel
1.1.11.5 Split-tunnel and redirect-all
1.1.12@nsavhmsszysanu (Authentication) 1aeii Authentication method fsieludidifu
GRANIGH
1.1.12.1 LDAP
1.1.12.2 RADIUS
1.1.12.3 SAML 2.0
1.1.12.4  RSA SecurlD vi3egunsaliivianiluguluy one-time password/two-factor

authentication tokens
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1.1.13 flUsunsu SSLVPN Client dwusuldidaudelagliiiunuusniwes vulnannosy
Windows, Mac, Linux, IOS way Android
1.1.14 @mn3alensaiuszuy One-time password 31nAN8UBNANAINSOEIToAITUNIUYDINIG

SMS &

@

1.1.15 w@niasifeslasunssusesnuuinggiu FIPS 140-2

ey

1.1.16 {dvAnsegregnansnungrinedmsumsldenlanieuduliidesnia 300 concurrent
users \Wunalidosndt 3 ¥
1.1.17 anunsofndisuu Rack 1nsgu 19 13 wieugunsad

2. YaULIANTITAILHUY

1
a W

21 99AWUY warAnmIsTULUINSHlgnusseglng (SSL VPN)

]
=y

22 fAnsagunsalszuuuimagldaussesing (SSL VPN) Aifigudnuasbishniaudnuasiissy
Tude 1 Wanunsaldnulad wazduuies

23 dawssuukalviuinsldauiumsdsionau (SMS) meldszegiiainissuuseiumslyany
gunsel 3 9)

24 dawdeugunsalienles wazanedya e ieideulostuiniesreniatnasisitne gunsal

Network #3e Storage 96U Wausaldnusuiulaegratiuss@nsnin

3. n1sHnausH uazdavilendigile
3.1, dandngasnistneusidsljuiinsiiiugguassuu wazidiflneusuduiuliddesndt 2
au Tnsidomassnsfineusuazdosnsouagu Amslfnuuastrgednweniuns senduas
spuuuimsgldauszeylna (SSL VPN)
32, dmvigiiensTdany/msviauvesszuy Tuguuuude Electronics il
3.2.1.gflomshnRassuy (Installation & Configuration Manual)

Y

3.2.2.gllonsidauszuudmsudldssuunussuy (User Manual)

&

] s 9

3.2.3.gilonsldauszuudmiugguaseuy (Operation Manual Administrator)
3.2.4.
Op25,
3.2.6.
3.2.7.

Homsunladgmileswu (Trouble Shooting Manual)
fonsdrsestoya wazdAuseuy (Backup & Recovery Manual)

10MIIFDUNITVINNIUTOITZUY (Monitoring Manual)

e®D_ D eD_ D &

191991198958 UU (System Detail & Diagram)

2/5 —

R



WAATIULNE 1.1

4. Ms5uUsEiy uazmsusnsaduayy

4.1

4.2

4.3

a4

45

46
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gldauszezing (SSL VPN) nsiadaldann Implementation wazgunsaiineaiesiy
[ " v [l a @ v A [ [=4 =
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LIHUTDYULRT

aala 4 9
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3
Insénvinie e-mail flaunsadndeldazaniieduudavgindes WAUSnwn neude
Fnanu Wauthemdenioudludiguitesdu (On Phone Support) saudiadoamisduls
vnfunaen 24 42lus (24x7)

nsdinute 4.2 dlauesmdesmeundulisuimsmsiuniely 4 alus Juudailes
wisnnsuianse lnglidfidnlddelng Wudunneldteuly

Tunsdlfigunsaiiindades lidraziinanduiifu Hardware w3e Software ¥inlwlal
annsaldaulaauund meludmuaiiainiude 4.3 guigasdesisanudymianuiie
UﬂW'ﬁlaﬂﬂquﬂﬂiiﬁﬁLﬁﬂ%’u waziausuununsiiledymanugigaunnseswesgunsad
¥ sunensm fasananelidermundseluil
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24 dTus TuusnaildFuudannsuimse viie meluszoznanduil suias fvuali
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@) lunsdifgunsaidrgadenieliannsaldeuldludiuiliddy furedosaus
szezhansuluaudigaunnsesuuduaialiisunnism Anrsunlvimudiuvey 4
HU1e9gsBaiiiunsmuununuianaluiui
Falvdidamdiidinsieaeuaniugnisvinnu wagdn§95nwiIszuy (Preventive
Maintenance) laitfornin 4 ady/A nfeuradnvhmeandenuarduneumansiadasi
orausuusiifulselnirosumaduaednuaidnusmnadeiliuinng
Tunsdifugbiausadennsundlugunsailinduanldaulfnuuninglussesiai
frualilu TOR 1 uazdonhgunsaiviotuduvesgunsainduludeuusundlausnany
finavaagunsal furefesinmgunsaiiifivssaniamiisumimiefnigunsaiidunli

su1An31 TnunaunuaunduisszdounsuniluiasindigunsalnduAulviunn suianse

aunsaltaulaniuuni
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5. msdeupy
51 fauenadléfunisdndensesdasuszuuuiniagléausseging (SSL VPN) uas
wnansduqiiAeates nugudnvusiinnasindoldodagniesnsudau m fivinns
dinaulngressuians neluszezinat 120 Yududasntuiildasunaludygyn 3
szezhafananTINianisind vadeu uay veulwAUAIN TOR Yanua ielisuias
ansaldanle
52 winsuimInsadeundiwuingunsal wiednsnisldiudiugenduas uasnsfings
fananfidaevlinsimudeimuniinudizaunnsesussmanissznnsle surang
anuaniforhifuueugunsniienun nioisausdu nieldgliuinisduiunig
Wabuuvas waz/mdeusuusudlumuddunvassuias dealitievesdliuinsies
iy il seevnafidslumszmadandnlifumgligliusnmsiansveessesnan
mMsdapuiiufmuanafissyviedesniunieanduuls
53 fildsunsAnidendonimiidesuseaiiefudusesunmyinsendiaimnussanility
NuraswIAsidluswnsuweuukmsalsun TN jeseln e
6. Meulun1sdrssiiy
sunsezdseiuAsruuuImsgldausserlng (SSL VPN) iudiuudsldsiuntSyadaii

Vv

AaBAIUNIBOINTDUY uazAldIevisUrwd lrunfiudeiausilasunisdadenlmiuguie

U
[ 1
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0.20 (AuUdyAae9) YoesIARaRanIA (SaunByanniy) dudaaniuasuimuanisds

= v

aumnuun adeiunladaeviumgniesnsuinu viefunsuiamsusnenidnnisdsie

7.2 asangluusmsbiannsaadunistiusnsatuayu (Support) lomuReuluniliusnng

AU 9
'

fifamualude 4.4 flvuinisiesdusenlsurasuiudusedalus lusnsfosay
0.10 (Quéqwﬁ"maqyjaﬁhmsé’m%aﬁu'wm Tnstudnansyesinaitliannsaduiung
1§ aufaszaziiafisurmsaunsaldusnsididuund wagsrasnandilide 1 dalue I
fuidu 1 Hlug

73 asddgliuinsldanansadudunslivinsatvayu (Support) lemuieulunts
Tu3nisiidmualude 4.5 dliusnnsfesdusenlisurasuiuidusetu Tushsfesas

& a’ ! LY A/ 3 @ W dl [l 1 )
0.20 (AuGANI) YosyarINTingoviavua tneludaansvezaliaunsaduiums
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