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S18aLLRYAYININUATUATLALUINITAUNATALASYDULYANITATIUIY

N334 WUIN15 Migration wazangnisldaulusunsa Microsoft 365 Enterprise E3

HEutaianuaneaausun1sdeg iusnis Migation uagdninisldaulusunsy Microsoft 365

Enterprise E3 lngilvauuanisaniuau fameluil

usNsaumatia(Technical Requirements)

YUY Microsoft 365 Enterprise Plan E3 sipafinaudnwagianizuaranauifiniwnumaiia egeiosnwaluil

1.
2.

© N o U

Fonauednsmslinumendiuiadns Microsoft 365 E3 wiednin fignifesmunguane
annsafnsaazlfulusunsy Office 365 Un3awmeuRiames PC 3o Mac Wialndeauiiu
&0 viseainsvlny Srunusallitosndn 5 wdes se 1 AUAVS

flsguuUfUAnTs Windows 10 Enterprise faasasiuauannsatunisuniemadimueiy

Uaansiy (Security) 1y Windows Defender ATP sgetionsanteluil

31 Microsoft Threat Protection & @3a1u15048 o1 8119113 28f WA U Azure Advanced
Threat Protection, Azure Information Protection, Microsoft Intune gy end-to-
end i ageluduauUaendeatnnislaufiuuy attack surface, securing identities,
endpoints.

32 @unsavi Attack surface reduction Tagfiffauassuumadiu Security ansnsafivunen
q‘lJﬂ'iaj 18 advanced web protection Way @mu13aAMUA 119% allow ¥3e deny
59813 989 URLs Uuag IP address Aisvyianizianzasld ufisanmnsaniuay Uniles
ransomware, credential misuse mﬂ%uaﬁgﬂd\‘imﬁhumd removable storage.

3.3 @113091 antivirus ImEJWEULL‘UU advanced machine learning tay Al models Tuns
Unsiuainwin Apex attackers lagnsleinasialuy innovative vulnerability exploit
ey malware.

flsyuuUF¥AN13 Windows 10 Enterprise 5943Un15¥17 Password-less login Lt alfi A2

Uaoadeand ey sesdunisvin multi-factor authentication Tagliisnuiudedld passwords

@115 U Windows 10 Tagld Windows Hello @ 28115 authentication Wuu FIDO2, Web

Authentication (WebAuth) tiag Microsoft Authenticator st

anunsnundesteyaves BitLocker 1o

anunsaunUestoyaved Azure Information Protection gt

annsntesiunsgemnevesteyaves Office 365 19 (Office 365 DLP)

annsaadng, USuuss, aud edny@ 1991y (Usermname) uu Cloud Service dw5U cloud

identity 1o

annsnltanilussuy Azure Active Directory o81slidnind i (Unlimited)
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10.

11.

12.

13,

14,

15.

16.

17.
18.

19.

20.
21,

22,

23.
24,
25,
26.

fisvuuimssansionansdidnnseiind Tneanunsaimundvsnsididsenans sausananse
Unlndenansdidnunselinduseunm .docx, xisx, .optx wag .pdf Iiduseeioy

A1Usknsu Microsoft Office 5? sUsenaunae Word, PowerPoint, Excel, Outlook, OneNote,
Publisher wae Access dmsuinieueiosnoufiamesls

AN a e UNaLIATuLazanans Office leann iPad wazausninui-lule 1w oS,
Android

finuiiuenansdsuuueeulad liesndt 5 T8 wedlduilasng (OneDrive for Business)
wavanunsouriiudayaraniglulazaiguenesrnslasiuiivanunamuqunswsteyalaitay
a0 glivdeutlulslunsaring wesidildananilmdle ldvngunsal

a111501997u Office Online 61U web edition 11 Outlook, Word, Excel wag PowerPoint
Wease udly wd wasvihauenanssauiuld

ansaldauaniussuudfuins Microsoft Windows 10, Windows Server 2016 tlueg
tos i wiriwed sweluil Microsoft Edge, Safari, Chrome Waw Firefox 1iostuilagiu
aunsavin Cloud identity, Federated identity %38 Multi-factor authentication 16
@wnsnvin Directory Sync tool 1

aunsaliuinissamnedidnnseiing (e-mail) Tnsfliuiidautudeyalsiiosndn 100 GB dle 1
Soygld saisensouuuenans attachments Téfswunn 150 MB Tngansnsaldandldainiia
desktop 1138 web browser lngdosannsadaiiu Log file msldaulasgaios 90 Ju lawil
TwasBennulsznansETRdTaiomsvgiauasdeny (303 ndninasimsiiuinundeya
aasnesinnesvesliuinng we. 2564 saduauavsmslio il diudeiauedas
FPYMIBUANIaE19ITNSIAAY Log file Thifieanasiansiansanvessuang

@509 archiving ua legal hold defiuitlaidesndn 1.5 T8 él’m%’m’%‘lmaﬂ'uaquuiamﬂ
384 data loss prevention (OLP) d1msun1svin compliance Saduldiiunfislu email
gnansarvua Custom Email Domain Address [Wuvesiesla
dnnsavinseuaunsdnaLenans way email lavansnsaszyiluaue 1o wastesiunis
ddadeyaninyanadug 99NN viewing way editing f‘hLLﬁ%’mﬂamdwﬁfyﬁwgﬂdqaaﬂiﬂmﬂ
29AN3 (Rights Management Services)

anunsavimssiateya (Message Encryption) Tumisimuauleuty 1w Encrypt Only wag
Do Not Forward wag n15tlaaiun1senu messages T Outlook 19

ANNIOLARITIBNU Active Lay inactive mailboxes 5o New, deleted mailboxes/groups 18
ANTOUERIIIBNU Mailbox usage, Sent received mail waz Top senders and recipients 16
ANNTONENITIE9TY Spam, Malware detections 191

ANUNTOUENI1897U Top DLP policy matches for mail #38 DLP policy matches by severity

for mail 191
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217.
28.

29.

30.

3L

32.

33.

34.

35.

36.

37.

5895 Protocol MUy IPvA uge IPV6

5995U1M 5§ IUNA1RNU Compliance faeluil EU Model, Clauses, SAS 70 / SSAE16
Assessments SO 27001 certified, HIPAA-Business Associate Agreement, PCl-governed
PAN data 1usiu

A1171350¥17073 Online Meetings WUU audio, HD video, wag web conferencing WUV
Internet Fsanansaitisaun1adtUsERNeRe smartphone, tablet 113 PC 1 waganinan
fvuaglins i seaile

@11150%11A15 Broadcast meetings Uy Internet TUg4 10,000 aula nsaiuisaidisiunie
browser 161

#111909111735 Instant messaging ﬁm{a?llamsﬁ'umm'fmgaﬁaé'ﬂm, voice calls, Waz video
calls TaisEINTILARIAITUE I 19 Online agnolal

annsaaiuayumsyineududis Aaseieunanuneglufinam liitesdu Chat, Content, Au
waziedesle iausuiu Tumsidfauvastayasiie laviui auTigeInTs

a3150%1 Intranet Waw team sites MelussAnslel oM uusuvaadeyasis q

@11130911 Information protection 16 19 Rights management, data loss prevention, way
1919 15Wa encryption @1$U Exchange Online k@ SharePoint Online it a¥78Untlas
Uoya Content Wivasasigluguiuu email

ausasesiuRuaudR Azure Active Directory Plan 1, Windows Hello, Credential Guard
uaw Direct access 61

s¥UU Office 365 dosiynnniautd Feature Tumadeuroriunmelussdng bitauduluns
@379 Safiu uazusnNITTANIs unifying digital content AaeAS pafiof Tulel LAz voya
sewisglinusniulfesudesduielul

- Microsoft Flow

- Microsoft Forms

- Microsoft Graph API

- Microsoft PowerApps

- Microsoft Planner

- Microsoft Stream

- Microsoft Sway

- Microsoft Teams

- Delve

- Office 365 Groups

Foudunisyamauesszuuiieg feluil

37.1 Azure Active Directory Premium P1
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38.

39.

40.

a1.

az.
a43.

a4.

a45.

46.

a7.

48.
49.

37.2 Intune

37.3 Azure Information Protection P1

wdneiuluge Tneauanansnves Feature Widavdmsldaumuusasssuuifiogluyals

sruuesansniinneuTRidowy lumsdansdewieg fuelui

38.1 identity management

38.2 device management

38.3 information protection

@u130vin single sign-on (SSO) U vanee applications TImd SaasS application 1

anynsavi Multi-factor authentication 1 Tneivmnaidendeulalums verffication tsdulaiin

w18u phone calls, text messages, 3aMsuAufioun1u mobile app way Tglunisnsvasy

mmaensuiiesyyinuilidenndesty

anansavh Conditional access Tnsiwuaulsuneiilinismuny issduild, anwi gunsol

LarsERUTLTaILeN ieRaz allow , Block ¥3e Foanunsiintiaves 1

ansnsolifldusagauannsadrfisilaiduginesanvasq aunsalld

anansavi1 Mobile device management Tumsamzisugunsnivesesdnsuavdiuyanaiiie

rarndeuldmaufoRmadaimunuasuntosleyavesasins

#131150%11 Mobile application management Tag publish, AuuprAILazsUnaLaNsd ouy

gunsniflamaSounarlilfamefoutasinummuasafovieautoyasdnsiitisatesiu

wowiils

@159 Advanced Microsoft Office 365 data protection lagN139ANITHALNTITINYIAIM

Unenseiiugld gunsal, uenuaztoya

aunsaud suson15vinaus i uRusEUU PC management lagidunisusmssanisuuy

AudnavesidudunoUuargunsnilefennaeulsaiienlumsguassuvuasdnyiiseaunis

fuaRensawTLazsendwsingauiden

a130%1 Information protection Tneiimnuanansasasioluil

47.1 v Persistent data protection nsnsidhsadeyafiazionsounazimunans nsld
yuitenstiastuuuuanslaglidiivinesdaiundeumisduteyaliila

47.2 9 data classification ua labeling e munanleuaifiedaussinvuaziatheiu
(label)

47.3 %1 Document tracking Wa revocation lngmsiaseuianssuiafudeyadildsuiu
uazendnnaddslunsdifiAamnmsalilinmedn

annsadeureunsyinnusaiu Office 365 Negld

aunsoltszuy Microsoft Intune NuWSauAU Microsoft 365 E3 o
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50.

Sl

52.

53.

54.

55.

a111303893U Platform #1197 Inedi Intune Tn1sdnnisgunsaifiedesuazuenwndiaduuy

wwamwasu Windows, Mac OS X, Windows Phone, iOS iag Android ilo Intune WWousotu

System Center Configuration Manager Tunstuuaawuulauia iauﬁ!ﬁ\‘immmﬁ’ﬂms Macs,

Unix 4as Linux server wasia3es Windows Server 1t

annsavimsaseilsugunsal (Device enrollment) FTauuuse User Waghuusmauain

(Bulk Registration) Tnganansndadu SMS, QR Code wae a4 E-mail it oudsliduAads

application wagymsameiluumenueald

a111501458UU Mobile Device Management @usarlaldnunisawnzideugunsalaae

ALY (Self-service enrollment) Humsdstiayania Email el ldauanunsana Link URL

w38 Download application tislWannsaameadsusenuiadls

a1u150T458uU Mobile Device Management @1311505845Un135 Enrollment/Register 310

gunsalgnireiduszuudfiing Thduegales

53.1 Apple falst 105, iPadS version 14.0 Fulu uaz MacOS Version 11.0 4y

53.2 Google Android faus Android 8.0 Tuly

533 Windows 10, Windows 8.1RT wagtaoiduiilminia

annsafmunseiuresdns lunsidrldaussuvuesgualdvainvane (Role Base Access

Control)

annsal¥sEuU Mobile Device Management I8 uasiidosianuaninsasing o feteluil

55.1 annsadafedulfivdsurinnuuasassvenies Mobile device Iannad oy
Wleuefinmunaindiunansld (Security configuration parameter enforcement) st
mMaideusenis Internet

55.2 anhinainsleuemiilasnde (Security policy configuration) e

55.3 @ u019adne918n19 hardware inventory ﬂumm%qﬁwmﬁl Enroll LU s lussuu
Mobile Device Management l¢i

55.4 @unsa refresh/update security configuration policy mﬂuum%‘adqﬂﬂizﬁ Mobile
device 1¢i

555 @mnsouanIsIensLAet Mobile device 7 Lost communication 16

556 annsauanssensgunsalibildugdRnumuleuiemiuuasnsde (non-compliance
report) lntlitoyaiisulounemunasnsoitliufiimuvesusaziesosld

55.7 ansnsatadunmuauleune Password/passcode wagn13kaan Lock screen vasgunsal
gninelel &1 Password/passcode policy

55.8 @nsnldszuudnngu wavuwusenulavieaulasaiy (Configuration Profile) Al

' LY C) a 1
nauventinay wievlinvesguniaile

br
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55.9 foil web portal ANNTOATIVABURLMUIUBAS B4 (location tracking) é'il’qa‘u%’aga
(wipe) uaw Lock in3esnsveylnald

55,10 aan0dis nsdestunindfdoyalunieq Weliniswerenld Password At
locked screen Wundnfitmualy (incorrect password over threshold)

55.11 s89funsvisesu ( Report ) Tumsuanideyaiieniu software uaz hardware 16

56, anunsadanisidesmnilaensyldwareluil

56.1 szuuannsavadufmuauleune Passcode way Lock screen wasgunsaiflofiele @
Passcode policy avid uluninulgutsaes sUn. 19y Passcode length, Passcode
Content, Maximum number of failed Attempts \JuRu

562 sruvanIaLanisen1saUnsal L lsufvAnuuleuisanuvaensde (non-
compliance report) 14U Rooted \ASaaidl Application blacklist Jusu

563 annsodsauteyauuaissinszeting Remote wipe) 1t

564 annsoadradevlui oviinisnsavaeveUnsalindulununudnuasi nssmi
Farmuaniola (Compliance) uasarilvinouauessenavoud eulvd ldfmunls

(Action) 114 Device 1 Rooted @11n5a919¢%in Retire loviud

7,



YBULYOINITANTUNU

Aiutelauesawiiunsaunsdeg iuinig Migration uazdnsnisldaulusunu Microsoft 365

Enterprise E3 fssflvouunnisanidususane Uil

1.

fiufeiaueroniiaueunumsfiiuns (Action Plan) fiAvatasianun ievins Migration
3115¥UU Google mail TUtd 1 Microsoft 365 Enterprise E3 wagUsizn1ely 91193
(Implementation) s2uflan1sanLiiu Migration suiausu Inedlszasnataniiunaniglu 90 Ju
Tudnaniuiiasunsdonn

Jiuteiauedenhiausununsdnniousruundouiaiauasaan Ty dldaumudaly
tyeun warvinms Migration W%’@uﬁu'm,wumim'sﬁ]aauLLazLU'%'&JULﬁsmmmgﬂéfawaﬁaga
2.1  E-mail
2.2 Drive (Personal, Team)
23 Calendar
24 Group email
2.5 Forwarding email setting
2.6 Office 365
2.7 Intune MDM/MAM
28 E-mail DLPOLP Rule uavoygnalilfioniziaiesuesesdnsuionu Intune)
2.9 SharePoint and Data Sharing Policy
2.10 Azure Active Directory d§U 0365 WagssUUNUBY 9 AusATFIUMILUaBnTEYes
5UIAS

QﬁuﬁamuaﬁmﬁmuaLqumi?]ﬂﬁmiu wianenansiegrafiomatuldnuese

31 unueusi User vl litosndn 3 seu

32 wauausy User Admin lsitfesnda 1 seu (flovbivesnin M365 Management, Patch

Management, Intune, DLP(Email), SharePoint, Azure Active Directory)

foudoiaussosimudsuudaliamn (Contact Center 38 Help Desk) AlWuimsnwilvenasn
26 $3la1e 7 u ddesnsvsiwiuay i avemduiinnde s
Judelausdasdarinsssiunislifuinisues svuu Microsoft 365 Enterprise Plan E3 Tned]
e SLA veswdadasilisinnindesay 99.5
$17U License $amun 145 accounts 19986 wasdeadalwsl Trial License 955 account lng

t %

srezansiulddeynit 3 ineutivanniunasunludygn uagsias Migrate accounts

o

11nN71 850 accounts
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nsluiMsaiuayunaanITezIaIN1TIiuInTs (Support)

1.

Fesdaliidminiiussanunuidaug s g sadunsldauuinng Microsoft 365
Enterprise Plan E3 Tutssmdlnensesmmnoiatlvsiwitazdomsduiiannsauud undnde
waelrduinuuazudletameng 9 ludesiu (On Phone Support) yniusaen 24 2l
nsaifiianusouslotgm sieliduinuwsumswmsidnude 1. §iudeiausiliums
Aadendesinrendusunaisniglu 2 alus duanildfuudangdademSomaudigaunnses
NFUIAT

Tunselinnslu3nns Microsoft 365 Enterprise Plan E3 inwndadawmsomnutigaunnseadflv
uimsadesmidumsudluvgiadewsennudiznunnsediudaaswuazansaldnuldidu

Unfl melu 4 Flin duannilasuudunndatewsenuingnunnseRInsuias

NN

77/111



