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Wuan 1
Farmuatuidrunadauazvauansidiuey
N33 iusniaiszuutasiunisynyn - Firewall
#1%15US2UU9U ECI Online

AUABINITN U

1.1 fesaunszuuliosiunisyngn - Firewall dmsuszuuen ECl Online AflaaautRanunsa
yhauswAussuueeufumeiuasssuuiaiatsvessunesiilinueglutiogiuld

1.2 gunsal Firewall fiauadedldsunisusedluseiu Enterprise Network Firewalls @
roslasumsdnanduaglungy Leader 910 Gartner Magic Quadrant Tul 2017 %38
Tnin

1.3 gunsal Firewall fiauedfowrinunsiusesnnnsgiu CE wio FCC uio UL

1.4 gunsaifiauedesaninsayinnuuy IPva ua IPv6 1§

1.5 gunsniuazlusunsuseiiaueuazdweusiouduredlmi linedmunisldounneu uas
LiduvenAufuviedumitiinduunldlng (Refurbished)  Tnsiiviisdoiuseqnin
Funudvig vieuSenanuvesuTEvgnanUsealssmalng

1.6 vngunsaiuTelusunsuviediulsenouiiuduiisuinslilldimuauasiiamsdy

dosthunldnusmiuieiiAaussavsnnguangiaueaazsesinmuazdseul
flusuAsldeguasumu

1.7 Design waeguUnsainaszuy TnsseysisasiBenvasgunsal maontuguuuuazisnig
\Houderionun

1.8 gunsaifitiauedouiundnfusinnsdvef Firewall @ Intemal zone fisuiasilld
NupEu? (Palo Alto)

¥ _ o

dafmuatunumaila
2.1 danmundmuimaiinag1ennvasgunal Firewall 31u7u 2 ¥a ddedaluil

211 gunsaifituauedeatiu Hardware Appliance fignesnuuusniiovimihiidy
gunsal Firewall Tneanie

212 {l walulagnsvieiuwuu Stateful Inspection

2.13  §l Firewall Throughput litiesnda 110 Gbps

2.1.4 1 VPN Throughput laitieunin 25 Gbps

2.1.5  §11PS Throughput Bsitfeanin 21.5 Gbps

2.1.6 i Threat Prevention #%8 Threat Protection Throughput (Application
Control, URL Filtering, Anti-Virus, Anti-Bot W& IPS) laitlounan 17 Gbps

2.1.7 I Concurrent sessions litaania 25,000,000 sessions

2.1.8 I Connection litlaanin 190,000 connections per second

2.19 sp9¥un15VENe Concurrent connection laitjaanin 50,000,000 connections

{ /” [lsam:
( e /
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2.1.10
2.1.11

2112

2.1.13
2.1.14
2.1.15
2.1.16
2.1.17

2.1.18

2.1.19

2.1.20

2.1.21

2.1.22
2.1.23

2124

2.1.25

2.1.26

2.1.27
2.1.28
2.1.29

§i Network Interface wuy 10/100/1000 Base-T s1uaulsiiiosndn 8 port

3 Network Interface 10G Base-F SFP+ port lifesnin 10 ports Wazsaesu
msveefialdlitesnd 20 Port

#I Port dmsuusmsdnnsgunsallagianie (Out of Band Management) k&N
970 Network Port Uni

i1 Port dwsuTeeiumIvinenu High Availability Lenain Network Port Uni
fiwasn Console liitpenin 1 port

IuLuv High Availability wuu Active-Active Wag Active-Passive

i1 Power Supply LU Redundant S1nuliidesnin 2 wuae
ANUNTOATIVABUUAYAIUANNITIIIWYDY Applications, URL Filtering, Anti-
Virus, Anti-Bot ua IPS 16t

aunsnldeu Clientless SSL VPN luitioundn 5 Concurrent users (VPN W1y
Web browser)

fimbedaiiuteyalitdesndt 1 TB wdawnvi Raid 1
AUSOUERIEDANTS I (Hit Count Statistic) vasusiag Policy 16
aunsanmuaszuzig (Schedulellunsviiuussusaz Policy 1
ATWTONMUA Routing Protocol tuu RIP, BGP wag OSPF 1

a73190 Integrate AM3YIUTINAY Active Directory Wag finua Policy anu
User, User Group Wag Machine 18laelidesRnnavenun (Agent) Wisifinuw
Domain Controller

aunsatesiudennaiu (Intrusion Prevention System : IPS) Fereluilisdu

DI NUIEUIBIIUWN

2.1.24.1 Exploit signatures

2.1.24.2 Protocol anomalies

2.1.24.3 Behavior-based detection

A41115005299U Virus 91nA15A1317an wagnsivasulvdluguiuues
Zip,gzip,gz, 7z, rar,tar 19

gnnsansIay Botnet fadeluiilfifuedratonvidoifiauh

2.1.26.1 Reputation of IPs, URLs, and DNS addresses

2.1.26.2 Patterns detection

AUy Layer 3 uay Layer 2 16
annsnfnsdlug Rack Muupsgu 19 dld
Sulseiunisldnugunsallivesndt 3 U tduainiudwey
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2.2 FonMuadUATAENANYBITEUUUINISIANTS  Firewall dwau 1 ga 3

pasaluil

2.2.1

222

223

224

2.2.5

2.2.6

227

2.2.8

229

2.2.10

2211
2212
2.2.13
2.2.14
2.2.15
2.2.16
2217

] ]
L= =

WJugUnsalfiiinisesnuuuaiitenisuinisdnnis Firewall  lude 2.1
Tnglannz wio 1uiedesnouRanasusene (Server) wuuRindeuu Rack Adl
Augeldiiy 1U wiousadeu

AnulsUssulananasyiin E5-2600v4 w3aLAgULvin wuu 8-Core
Processor 3aifieuin Sruauliddesnin 1 miie Insuraymiieiininnsy

s o

dryqainidnilbivesndt 2.1 GHz

= [

finsvhanuiildaadnenssunuu Intel C610 Series Chipset w3aifieuivin
fimiheanudmanlivdesndn 32 GB wuu DDR4 RDIMM %38LRDIMM #30
AN

finesmidouse Network Interface WUU Gigabit Ethernet s1uawliitiosnid
4 Port

fimhedaiutoyasiin SATA wSe SAS w3e SSD wsedind1 Susulitesndy
2 whe neusazmhazdedinnuglitdesnin 1 T8 anwuidaseulitesni
7.2 RPM uarsessun1sneniUdsuwuy Hot-Plug v3e Hot-swap 16

i Raid Controller fifiviheanudilitosndt 268 dmdumuaunisiie
Wuv 0,1ua 5

i Power Supplies Suauliitfeandt 2 wihe wazsessumsaenUdsuuuy
Hot Plug #3® Hot Swap 16

fWpauszutnufouluy Redundant uarsesiunisnendsuiuy Hot
Plug #30 Hot Swap 19

fisoftware dmuudmsdanisgunsal Firewall lute 2.1 szuuufin
wuunzaring Hardening 13ausosuan

anunsauImsdanisgunsal Firewall lalitiosndn 2 4m
annadangunisldaumu Policy fifmun

111307 53988Y Policy rule Pl Wetlostumsaa Policy ﬂ?ﬁ%'au
anunsnds Log TUifiuds Centralize log we3sunans e

a1139dan13 Policy A1nAUINANY

ATORTINABY log WU real time Uazdoumnaa
annsnaseenuieluil

2.2.17.1 Application and URL Filtering

2.2.17.2 Network Activity
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3.

4.

2.2.17.3 Threat Prevention #3® Threat Protection
2.2.17.4 User Activity
2218  @anInUSuLAITIBNUATNAUADINTS  (Custom  Report) lalitdesni
20 sUuuu
2219  aunsafvuatiafisesnsliaianasonuld (Scheduled report)
2220  @WNI0ATNIIBNULALINATIBNURUYTEMI E-mail Tugduuu CSV vive
POF 161

YauLUAN1IANLIUGY
fauoritldsunsdmdendosiiiumsmuveumanuilifmusegieen
fsteluil
3.1 Fumsadegunsol
3.1.1 vhmshiasaszuutioatumsyngn - Frewall  dw¥ussuuanu EQ Online
Thdusuims s fivnmsdinaulviejsunns
3.1.2 sesrnidunisnaasussuuleatunisynin - Frewall  dwduszuuau
ECl Online mutnasifisunnisivun uazdosudlatgmaunseiianig
AesauazUsuugnasoauysaliaglisienldaouiiy
3.2 MUBNANT
3.2.1 dovusumsiiiunusuiduiuauasalasins
3.2.2 {avisngamBeaninudsinisiisuintsianssulinsaunaudiiunig
Fingta
3.2.3 dmviunu Diagram vasszuudeariumsynin - Firewall dwiuszuuam EC
Online fithiauoyavsAeIELIA"S
3.2.4 Fosdavih Configuration Design Tuazidaavosgunsaflunisliuiniss
52Uy ARERILFULULLAZ IS N9 TeurauasgUnsaimitlATInTg
325 Fowinvheiieluguiuy Soft File (oghsay 1 9n) Fealuil
3251 allensimundinisiiiies (Configuration)
3252 gilamsdsestioya (Backup Configuration)
3253 @:ﬁamiﬁﬁwﬁ'ayja {Restore Configuration)

v =4

AU nausu
1Y e ] v v Y o %] o v ¥ o )
GlE)\‘i‘\]ﬂNﬂEJUiZJﬂ']'ﬂ‘N’]UIMﬂUL'i]']WU’W]‘U’eNﬁ‘u’]ﬂ’ﬁ‘WiE)iJLE)ﬂﬂ']iV\LﬂEJ’J‘UEN(ﬂ’]ﬁJ)IﬂEJ‘iUi@Q

giifneustlalidesndn 2 au
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5.

n1sWuIn1saliuayunaansTeIaIn13idusnIs (Support)

[

I v vae v oA P 1Y o Y o Ny W A
Flauesamiasunmsdaden sesinsaiuayusuimsnaensyevianmslivims 3 U) aal
5.1 dnlvdidminndszaruundanuianudruigifeifussuuderiunisynin
- Firewall #115Us¥UUU ECl Online wiauvugtavlnsdninaunsofnanala
aganiioiuuduvntatas idasnw seudednonu Tanudiemdenieudly
Taywidiossiu (On Phone Support) saufistemedulanniunaen 24 Halu
5.2 Tunsalszuulesiunsynsn - Frewall dmsussuunu EC Online LAAWMATATDY
W3DAMUTIFAUANTDY UazsuIAstiuItnIsliaudsnde mude 5.1 lies
widgmladesdndiminaudundanunfanuiediiunsud lumwstatomso
ANUTIFAUNNTOIUU Onsite Service yamMannasmadeugunsalvessyuuleiu
n5YNgN - Firewall @ ususeuusu B Online dasdngunsal+ Nllnaudnuoe
= 1 =l =l U ¥ v 2 =4 t %4 {23 r-%
Wiguwmi nsaanilusunaisivwdnasanazarunsaldeulamdulndnnely
sraviian 4 Taln uannlasundamdntowminsuinis
5.3 dnvistearideauazdunaunisitiansnidunisuiledyniniamndnde e
ANMuTIIAUNWIBIvesTEUUdeaiuMIyYngn - Firewall dwsusyuuau EQ Online
TnusuIAsluviuinauisasbunisla
5.4 SRR TN IR VAN UEATVINNUY0953UU (Health Check Report) Tiitiae
N 4 A/ W UTITRINTIEaZRIALAE TUADUNISATINTATINIY TOLAUBLULT
\Judsslevinosunmsfuaednualdnwsnnasailinuinns
55 lunsainsurnrsiinnudeenisidsusuasufudsaualassuudeasiunisyngn -
. o s . 14 £ YV W ¥ dldd v o
Firewall dwfussuunu ECL - Online sioedalvdiidmnndanusanudiung
dl v 14 a 1 & &Y ! lay
NeafusEuyY Winatuayursivdonaensseziiainisliuingg 3 U laglifa
AR wazsunmsiatasanieluy 3 Ju TunlasultInsunms
5.6 luszuinsdeysyinisldau wnwudtgunsalssuutesiunisyngn - Firewall dwsy
YU ECI Online Auganissulseiununimmianisativayunisiiuinisain
v a w ¢ Y a Y ° a ¢ v '
Wivesndnde gliuinisagsesinnisidsugunsal-lvtusuinisiva ey

¢ = = 14 = waly 1 v 1 L a
gunsal-mivasuaseadinuaniflinosningunsal iy

7/24 _ / "



6.

v o a
YBINTNRUNDUS
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6.1 NsAuaAN
6.1.1 \leduganislduinismudygn gliuinisanasazidiuniugunsalszuy

@ g
Jaariunsyngn - Firewall dususeuusuECH Online AlUIMSAUAN
su1m1s uanwiidued o vl saviensdifianistigeviedeuanw
U d‘ 1 %4 o/ LY 1o A L7 =
guloanainmsldanulag anelu 30 Ju duusiundyaduanas

6.1.2 Tnvusenguasgunsalliiiu 5 YiudwadiSudyanlasinis

6.2 NIUBNANAAN
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1.1
1.2
13
1.4

1.5

1.6

1.7
1.8

1.9

1.10

1.11

1.12

1.13

fanuannIamungvsng

Tiiluyraaduazany

liegsendnudnianig
liduyaradeegszringnasfumstudeiauenievindyniumisnuuesislitaasm
desmniugiliinunasinisussfiuwanisufianuveaduszneunismuszifoud
SguuaiinisnsgnsantsadaimuamaiivssniameunslussuuiAsetisansaume
YBINTUTYTNAN
Liduypredgnssyielilutafnetefiienuueyfudsioudeliidulsnuremiseey
vesigluszuueletiasaumavasnaydnas Fesuisdfupeaigenuduiud
fi¥ams nssumsgians §uims glisnalunissiuamdufanisvesifiyaratusne

Y
=

m‘qmauﬁ'ﬁLLathﬁé’n‘wmxﬁaaﬁmmuﬁﬂmxmiumiﬂw1EJﬂﬁé’fﬂ%@ﬁ’mﬁmmsmsﬁms
Wannasgivualusefianuny
Huyaaasssunviediyaaatiloinmewagfisumsiesnisdavluaded
Liiugfinaussleviuiutuiiudeiaueseduiidrdudoiausliunsuinisviebidy
gnszvinssutiunistnranenisudadusnedadusssy
"l,:uLﬂuﬁlmuLanamﬁmamﬂmmummwgLaﬁlmamumamaLauLLm'ﬁmamaqNau
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fPuteiauadaslioglupundudbitancigineiunedevieuansiadnesuned
lsigndespsudiuluamszddy mufinaznssunts Uda. fvun
Q’ﬁu%’amuas‘z’iﬂé’%’uﬁmﬁaﬂL“TJucjﬁzyzywﬁaa%’wawdﬂﬂtﬁuciwuﬁ’zy%mmi LIULANISAN8RY
wiazadsdafiyarniifuauniiuumadygroadeduiuanily aufienenssunis
Y. v

FasuftRmuenansdermunuauiunaiu (TOR) ynusens uasdeadudiiamedeu
Fulenans TOR 983511ANT
fianenadosldsunmauisininuisnivewdesusiiauelidugsming vio
Aunud e (Distrbutor) videdunudinuie (Dealer) videglviuimsluuszinalne
vdeldsumaussdsangunusming Oistributon) Tudszimalve Tasfimiideuradavdo
ik Fuseunuansesnmsluiuiuresenasiauesian
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1.14 fesdinasuiesiuniseanwuy fass Imie viieliuiniseiugunsalszuulesiu
. a ¢ A ' B Y]
NMsYNgN - Firewall w38gUnsalin3adiy ag1atey 1 1asenns nneluszeviian 4 U Ty
NTUNAILDUIIULAEESD UAITUNTULENAITIAUDITIAT LazTauN1STArILFaY
Tasensldtiesnan 1,000,000.- v (mikkauumi) Tnsuansdundyen wiodun
Tude%e SaunladosUTnINaITU NIONUIFONTIATUNDUINUY LALLONANTNLEANIDY
SIUAULDEAUBIBAIN

1.15 fesfiidwifiviinns Implement Atdsudsenadlotns (Certificated) A uNAnsaeN
leue uaulivesnin 1 Au

2. A1ANAUMUNATIZEZLIAINITITUSNIS
2.1 ASEINBUY
211 fauesiailasunisdndendesdauaunariinaaszuutesiunisynin-Firewall
dm3UsEuU ECl Online muAnansaizuazvaulnnunivualudygyildedng
v |4 ¥ all o L] 7 1 7] s s %] ns' v
gnsiesasuiulviiusinans a avihnsdtinalvg anelu 180 Ju dudeaniunld
asuuludyn F95223a1A9Na1ITINRINTITAAAY N1INAABY filauazianas
L% } 24 Ve, a & a [ =Y A A
atuayun sy nslianslunislduinis nstineusy warmsanliunisdu q 7
o & A 1% ] %
Iudu Wislsuiansaunsaldanula

2.1.2  yNSUIANIATINEULEINUTINIUSEUUTeiuNsUNgn - Firewall dwsussuuau
ECI Online  #iflauesimiléfunisdniden daevlinssnudafvunuas/m3e
Qmé’ﬂwmsﬁwmmﬁﬂﬁﬁwmumlué’aujzym%ﬁmmﬁﬂsymﬂwﬁawssmwﬁwizmﬂﬂ
sumsanuAnifiarlifuseuszuutiesiumayngn - Firewall dwiussuuinu EC
Online v viaifissusd vielifiauosia s fufiunsudsundas was/mie
Judgauilaligniosmuiuiaessunas derldderosiauesaiesiaiy
dailsrznmdslunsnmgdngn lddunglilauesemiansussszesinm
nsdapuiiuimuanaiseyludyan viedeuniiu visanduiuls
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3.

d.

32821281 TIHUINNS

o 2 a [~ s o alv v s 13
swemsimualguimsiluszesinat 3 U duanunladiunsnsasuusvanumuds 2.1.1

[ all al b2 v
WUNLSEUTDRILATD

Alsu

4.1

4.2

4.3

nsdinlianansodaeunuszuutioaiunsynn - Frewall dwfuszuuam ECl Online 1ot
AU NYNADIATUL I meluszpznmiinmusludyan Wiedweuud undtliannsaldou
1§ videdliigniosnsuiou ynsens feuemmildiunsdadenassesseslsuias
Usudusreduludnsifesar 0.2 (gudyaany) vosyaminudyyiniudygyn
(smn@yadwiin)  dudaaniuasufvuanisdeasiey aufieiuilddweusugnios
AsUdau vieTuiisunansusniandsey
nsdlitliannsodndunsiinmsaduayuluseninsfudseAuldmudoulaitdmusly
0 5.2 (un 1) dosBuganlisumsAnAruiuidunedalu lwsnssodalusidmauan
yarmsdaviiavan (FumByardin) + 365+ 24 x 7.5 Tnetfufmansvevnandilsl
anunsoiiiunsidauieiuildduiumauduada wssveznandilifis 1 4alus Wiudu
1 47l
nsdifllamsasidumslinisativaydluszriiudseuldmuieulaiidivualude
5.4 w3ete 5.5 (Wuan 1) fesdugenlisunasAnausuiduneiulusasde fuiiduiu
MnyaRIMITavarue (unSyaaiu) + 365 x 7.5 Tnetudnnszesiandll
annsosfunsidaudeiuildduiunisudaiade uagszzinandlaite 1 5u Wdu
Wu 1 9

A15YITLIU

51

52

suensazdsedumiyariind lnsudeieidunadou melu 30 Ju dudaaniuis
Trusmsdavihlundaienituarusmaneslirugnssunisasiaduressunasaiiunis
arnsuduiideuoouda

AdafessuLazeRuNuTRIsWIA1S Lfﬁ’uLwimsﬁhaﬁum\'asﬂ%"'ﬁaﬁuuaﬁﬂmﬁu
avituum adyaersdeiuGuanils

ANSHIISUNAALABN

6.1

s sazliinsantaiaupvefiaue ANy

6.1.1 fauerenilnuentdligndenieliasuiumunuin 2 vietuenansbinsudiu
Aunun 8 viefausslemisaniu vieduliauonaiinszsinisdudunis
Fovrnsudstusmedtalusssununnn 4 GuusdudeRawaaiieadnioy
vidoRawanaludwiilvansyddn il lwameznsdifisuasinsaniiuines
Huvslemidesunmatinty
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6.2

6.1.2 eanudnvazaumailavesszuuesiunisynin - Firewall dwiuszuueu EC
Online Fauslifulumunainuausduidumaiinveuresuuinig
Tunuan 1

swmnsazRnsandadengiauenmiiunasimute 6.1 uasludiauesmsisingn
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