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Wuan 1
neaziduatan vuaiuAILazuINIsAIUIATIALAZYaULANTTALEUY

N398R IUIN13aNEn1sTdauazuingg e-Mail and Corporation Tool (M365)

Qﬁwﬁmﬁuaﬁaﬂﬁu‘%msﬁw%mﬂ%’muumu’%ﬂﬁ e-Mail and Corporation Tool (M365) lngfivauiyn
nseiiuen faseluil
1. usnisarumatia(Technical Requirements)
7¥UVU Microsoft 365 Enterprise Plan E3 ﬁ'adﬁﬂmﬁnwmmawwLLaxﬂmauﬂ’amdﬁ"]uLwﬂﬁﬂ aoY
Fosaluil
1.1 Feaauadvimsldnuvensduasavans Microsoft 365 ME3 w3efinin figniesnungmane
1.2 ausodasssarifonlusunsu Office 365 uwASpRELIMES PC W3e Mac vi3airdas uiiuidn vide
aundlviy Suausllitesndn 5 wdes de 1 Avavs
1.3 anunsatestunrmnasade (Security) Wy Windows Defender ATP agatioesiaseluil
1.3.1 Microsoft Threat Protection & 83a111564F p3R 8¥191u5 W UAY Azure Advanced Threat
Protection, Microsoft Intune Wazlwuy end-to-end i a4 ludumnulasaisainnislaus
WU attack surface, securing identities, endpoints.
132 @unsavi Attack surface reduction Tnefifjguassuuymeiu Security aunsaimunAigunsal
§18 advanced web protection tag @11150AMUA 2119¢ allow %38 deny $18A15 V89 URLs
ua IP address fissytanizianzasld samfsannsnniunu Undes ransomware, credential
misuse mﬂ‘\mﬁﬁgﬂddmcﬁuww removable storage.
1.3.3 @u130%11 antivirus IG\EJI‘ZTEULLUU advanced machine learing &g Al models Tunstasiy
1NWIN Apex attackers laamslaimatialuy innovative vulnerability exploititaz malware.
1.3.4 @5y antivirus Tagld3Uuuy advanced machine learning wag Al models lunistaiu
91NWIN Apex attackers Inemsltivatialuy innovative vulnerability exploituas malware
1.4 a131150%1 Password-less login 4% 817 w2 mUanafsuIng 19 u 5895UN5V1 multi-factor
authentication #7815 authentication Wuu FIDO2, Web Authentication (WebAuth) wag Microsoft
Authenticator st
1.5 annsaundestoyaves BitLocker 61
1.6 mmmﬂnﬂaﬁagamm Azure Information Protection 161
1.7 amnsadesiunsaymievesdeyaves Office 365 1¢1 (Office 365 DLP)
1.8 ansnas, Usuuss, au%aﬂ'@%ﬁﬂ‘fl’mu (Usermame) Ut Cloud Service dw3u Cloud identity 161
1.9 annsaldenlussuu Azure Active Directory agdlidinsnwau (Unlimited)
110 flszuuuimsiamsienansdidomseiind Tagaunsasmundnamadniaenans suuieannsads

TWaenansdidnnselindUseian .docx, xlsx, .pptx wag .pdf Idduetatios
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1.11

1.12

1.13

1.14

1.15

1.16

1.17
1.18

1.19

1.20
1.21

1.22

1.23

1.24

J1UsN5H Microsoft Office %"aﬂssnauﬁw Word, PowerPoint, Excel, Outlook, OneNote, Publisher
uag Access dmiuRnseuuAtanaxamadle

aunsnidaueundindunazienats Office ¢ iPad wagasnsvinuviall W i0S, Android
fuifuienarsaausauuuesulal Litfosndn 5 T8 dedlduiless (OneDrive for Business) ua
anmnsaursludyaraniglunazneuenesdnsidsiannsomununsuyideyaldinavanunse o
vseudlaliluudadivd uasdldnuaniiludld Wnnqgunsl

annsaldau Office Online W web edition U Outlook, Word, Excel uag PowerPoint ioe$na
wAly ues uazvhnuenanssmiule

ansalianusiuiuszuuluRnig Microsoft Windows 10, Windows Server 2016 tHuegtiog
58 Wwiwes sareluil Microsoft Edge, Safari, Chrome Wa¥ Firefox Laasullagiu

ann3nvin Cloud identity, Federated identity %38 Multi-factor authentication 1

ausavin Directory Sync tool ot

asnsabivimasamnedidnmseiing (e-mail) nefiiuiisaiiutoyalitdesnia 100 GB de 1 Vol
il IAINTORLUBNES attachments Tefisvuna 150 MB Tnsansnsaldamilédainita desktop

w38 web browser IneAssannsadaiiu Log file msldanlaseneios 90 u lnefiswazidunny

)
2D
vd
>
D

voalu3ms ne. 2564 musaudvinislinu il fiuteimueesssynieuansiiothisms
Jouiiv Log file iisanesian1siatsanvesuans

awsevh archiving uaw legal hold feituiilidosndn 1.5 T8 dwiuFesatuayuulsued eq
data loss prevention (DLP) dm3un1svin compliance Usduldifinndaly email

aunsnnimun Custom Email Domain Address Wuesiiesld
annsavimseuaunsddiaeanas uar email Wnsannsaszydiueue 16 uastiostunisdiia
Yoyaanyanadue 9103 viewing wae editing fausifoyamariargndseantly  91nosrng
(Rights Management Services)

1113015 at ey (Message Encryption) Tunisamuauleuns wu Encrypt Only was
Do Not Forward wag n1stasiunisenu messages Tu Outlook 1gt
anansauanssealuguwuusingg 1 wu

- 1897 Active Lag inactive mailboxes %58 New, deleted mailboxes/groups

718974 Mailbox usage, Sent received mail ez Top senders and recipients

8U Spam, Malware detections
- 578474 Top DLP policy matches for mail #38 DLP policy matches by severity for mail

5993V Protocol MIaLUU IPV4 wag IPv6
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1.25

1.26

1.27

1.28

1.29

1.30

1.31

1.32

133

1.34

5895 UINAIFINE99Y Compliance warolUil EU Modet, Clauses, SAS 70 / SSAE16 Assessments
ISO 27001 certified, HIPAA-Business Associate Agreement, PCl-governed PAN data vusu
#111501115 Online Meetings WU audio, HD video, Wag web conferencing W uvndInteret %
annsaidIammsdUsEquaneies smartphone, tablet w3e PC It wazanunsadmusgidasau
Uszaula

A11130v1NNNT Broadcast meetings Uu Intemet e 10,000 Auls Tnanunsaitnsmmae browser 19
A11130Y1N15 Instant messaging ﬁmﬁaﬁaaﬁﬁ’umuﬁaaﬂaﬁufj“ﬂm, voice calls, Wag video calls
SAEINIOUARIAEn UL 319 Online agvialsl

annsoatiuayumsvinnuduiin fededeudetuneluiinnu laiesdu Chat, Content, Ay waz
winaile innus i lumsidhdsumasdayasneg 1eviui auiidasnis

@30vh Intranet Uag team sites neluasdnslel tions uwsuvasdoyasis 4

@131150%1 Information protection 19wy Rights management, data loss prevention, wag N1
\915%a encryption @m5U Exchange Online W&z SharePoint Online Lﬂ‘amaﬂnﬂmﬁayja Content
iasasitluguuuy email

AU1505095UANMANYR Azure Active Directory Plan 1, Windows Hello, Credential Guard uag
Direct access s

33UV Office 365 Aaailynanmuanti Feature lumadousatunieluasing luinasulunisads
Faufiu uazumssanis unifying digital content feinasiloffianlyl uasuusdoyasminedlianu
sautildethafosseluil

- Microsoft Flow

. Microsoft Forms

- Microsoft Graph API

- Microsoft PowerApps

- Microsoft Planner

- Microsoft Stream

- Microsoft Sway

- Microsoft Teams

- Delve

- Office 365 Groups

Foadumsmmamesssuusine detuswieluil

1.34.1 Azure Active Directory Premium P1

1.34.2  Intune

1.34.3  Azure Information Protection P1
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1.35

1.36

1.37

1.38

1.39
1.40

1.41

1.42

1.43

144

1.45
1.46
1.47

v o wa & o ) « ' o &
58UUMadﬁﬁuﬁiﬂmﬂﬁuﬂNUmLUadmiéIUﬂﬁiﬂﬂﬂﬂiﬁaﬂﬂﬁdﬂ ﬁﬂ@BTUU
1.35.1 Identity management

1.35.2  Device management

1.35.3 Information protection
aunsevi Single sign-on (SSO) fiu wiaee) Applications 516l SaaS application 16
@30V Multi-factor authentication 1t Inefimadenieulalunis Verification ndulbidnazidu
phone calls, text messages, #39NMIUALAOUNIL mobile app wag Trlunsnsvdeuanuasnse
4 Y v v w
iaszyinunbiaenadosiy
a1a5avin Conditional access Wi muauleueninsaiuay Assaug 1, anun,guniniiay
TEAUTUUDINEN LWOTIAE allow , Block 3 Seamumsitnfisuasly
annsoligldurazauansadhfsilaidudininesanuate s qunsalld
° . . ol « « ] al u‘/’ 1
@a50vin Mobile device management Tunisaweilsugunsalvesesinsuazduyanaiiias e
Taduldmsuiinuderimunuasunlesdeyavetasdns
° . s . ° ' 19 =
@11130vi1 Mobile application management ae publish, iMvuaruazsUnakeniiotie Uuquniaiw
~ 'E% P ) oA v ¢ Ad v o LY
amzlounaghiliamadoutasinmanulaendevieautoyassrnsineatosiuwentduls
@11130%1 Advanced Microsoft Office 365 data protection 1a8n159ANITUAENITT NHIAIY
Uaeasielviiugld gunsad, wewuastaya
annsnousensnusmAuiusEUY PC management Taeidunmsuimsdansuuududnans
aa & & L <t v o J '
Yo guiuviaUuazgunsniiefennaeuleaideilumsguassuuuardnyingeanunisimuaad
giauasuazgarinilnsazdun
a111350%1 Information protection lnediAmamnsasneluil
1.44.1 ¥ Persistent data protection lnen1sitnsateyanasidenseutasimundnsnis 14
nuiwenmstasiuwuuaslaglbiddvngdanuieudstudeyalinle
1442 ¥ data classification Way labeling Insiuuaaulsuiginedauseianuazinteiiny
(label)
1.44.3 ¥i Document tracking Uag revocation lagnsavaauiianssuieaiudeyanlyuiuuas
a v aa a calv 1 a
gaidnnsdelunsiiniawvgnsaiibicnadn
annsaidenseuagyiiuTmiu Office 365 Nillegld
anansaldsyuu Microsoft Intune i wsauriu Microsoft 365 €3 161
411503843 Platform #1199 laed Intune Tinmsinmsgunsaiiietieuazuenndinduuuunannosy

satilueghaies Windows , Mac OS , i0S wag Android
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1.48

1.49

1.50

1.51
152

€

annsavinsamzifeugunsal (Device enrollment) leiviswuusne User uazwuudnuiuann Bulk

Registration) lagian1saa E-mail Lﬁ@LLﬁ'}'ﬂﬁ&ﬂ%’qwﬁmﬁq application wagyvinnsasngidsune

Auesla

4111901952 UU Mobile Device Management a1unsndaldaunisamzidougunsalalsnuied

(Self-service enrollment) W1un 1583 oyan19 Email 1A ol 199 uamnsana Link URL w3e

Download application wieliaunsaamzideusemiaslé

@150 458 UU Mobile Device Management @111505095Un15 Enrollment/Register mﬂqﬂﬂ‘mﬁ

aniedussuudfiing Iduedrales

1.50.1 Apple s iOS, iPadOS version 14.0 FulU uaz Macos Version 11.0 ulU

1.50.2 Google Android saus Android 8.0 Fuly

1503 Windows 10, Windows 8.1RT uagtiestuiilvini

asnsoimuaszivvesdvsiumsldnussuuvesualdvainmane (Role Base Access Control)

annsaldszuu Mobile Device Management ¢ uasiidaaiiniuaninsasing o swioluil

1521 anusedasduliivdeumamulasnsieveundes Mobile device Waenadesnunileuiei
AuANEIUNaNala (Security configuration parameter enforcement) N'ﬁumil,%" UAD
NN Internet

1522 awnsaasrauleunemulasadie (Security policy configuration) 161

1.523 awusauanesien1s hardware inventory ‘uaam'%"aw%’mmﬁ Enroll 1W1snlusguu Mobile
Device Management 1]

1.52.4 @wsn refresh/update security configuration policy mﬂumﬂ%‘aaqﬂnsd Mobile device
1%

ANUNTOUANITIBNTTAIBI Mobile device #1 Lost communication e

=
o
N
&)

—
un
N
(o)

aﬁmiaLLamiﬂamiqﬂﬂifﬁﬁiﬂﬁﬂﬁﬂammuhmammu‘aaﬂﬁ'a (non-compliance report)

TneliteyafalousmiulasndoitliufoRmuuesudasiedoals

1527 anansavsduimuauleune Password/passcode Uagnsiaan Lock screen vedgunsalgn
rellst 3 Password/passcode policy

1528 aansaldszuudnangy wasiuawenulouiennulasase (Configuration Profile) mungu
vpswina vIesiinvasgunsaila

1529 #eul web portal awnsansI9deUsUMLIYBLAI84 (location tracking) dsauteya (wipe)
uay Lock ledpsanszeylnald

1.52.10 awnsaiiismsteatumsidniedoyaluedos Wlesiniswenuwild Password faudi locked

screen fiunafismual) (incorrect password over threshold)

1.52.11 5935umsvitsnedu ( Report ) lunsuanstoyaiienriv software wae hardware 1
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153 annsaannsisesanulasaselanasalud

1531 szuvamnsadefuimuauleuts Passcode wag Lock screen wosgunsnidofiald 4
Passcode policy autduluauuleuneves sUn. wu Passcode length, Passcode Content,
Maximum number of failed Attempts Wudu

1532 syuvannsauansensgunsalitlildufiasunleuisemnasads (non-compliance
report) 1t Rooted 13473l Application blacklist sy

1533  awnsadsaudeyavuiedonnszerlng (Remote wipe) Isf

1534 aunsaasadeuluitovhminssseugunsaiindulununudnunsinssnudadmun
n3oly (Compliance) uazasrlinevaussonavaed oulvitlaimualy (Action) iy

. & a ° . )
Device 9 Rooted @3130Mayi Retire loviun

2. YIULUANSAILHEUU

HEudaiauansaiiiunsnuliuinsansnisldauuaruinis e-Mail and Corporation Tool (M365)

fosivaulansauusIsa Ul

21

22

Jutelauedoaausdvs msldnumensdwasaedns Micosoft 365 E3 wiafnin igniesnu
aQvsng wavidusununsALiung (Action Plan) Adatonimun Wevhnmsthe Microsoft 365
E3 910 CSP agreement 3ty New EA agreement ialaninsaldauldegesaiios sadanis
andusnuwsuny Tnellssaznatliuinsg 3 U

dihutoiauersnhiauenisliuimsesatiosdall

221  E-mail

2.2.2  Drive (Personal, Team)

223 Calendar

2.2.4  Group email

225 Office 365

2.2.6  SharePoint and Data Sharing Policy

227  Azure Active Directory @ m3u M365

228 Microsoft 365 Enterprise Plan E3 License Tsitfowndn 1100 accounts

229  Power Apps Premium (Unlimited apps) laitioenan 1 account

2.2.10 Power Automate Premium litfesnin 1 account

2.2.11 Power Bl Premium Litiaemn 50 accounts
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3. YBULWANITWUSNIS Unified Support 1 Yusn

Unified Enterprise Support

Thailand

| Quantity | Service | Service Type
included | Enterprise Advisory Support Hours As-needed Advisory Services
Iincluded | Enterprise Azure Problem Resolution Hours As-needed | Problem Resolution Support
Included | Enterprise On-demand Assessment On-Demand Assessment
Included | Enterprise On-Demand Assessment - Setup and Config | On-Demand Assessment

Service As-needed Remote

Included | Enterprise On-Demand Education On-Demand Education
Included | Enterprise Online Support Portal Administrative
Included | Enterprise Problem Resolution Hours As-needed Problem Resolution Support
included | Enterprise Reactive Support Management Service Delivery Management
Included | Enterprise Service Delivery Management Service Delivery Management
Included | Enterprise Webcasts As-Needed Webcast
Included | Reactive Enabled Contacts Problem Resolution Support
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