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m3egliuinisinlduinas Security Operation Center (SOC)

fiudeiausienaueuinis Tnedourmmnissniuaudl
1. dafmusenudisimsiily
11 futeiausdeadudliuinmsmsuimsdanisssuuauiasasdvansaune (Managed
Security Service Provider: MSSP) %38 Usgnaufianisgudidnseienuanulaendy
asauma vieanuvasndeleiwesuuuasuins ilqusujianisihsefautegnanamis
oiuas (Security Operations Center: SOC) ﬁzﬂagnluﬂiswlﬂblwa
1.2 Audufuanns Security Operations Center (5OC) suawiﬁluﬁﬁ'mﬂua Aoelasu
WInsgIuaIna 1SO/ICE 27001 wazdmuniaulunisliuinisidrseTuasudaneu
wmnssifsanaliunsuiasaaen 7 $u 24 2l (7 x 24)
13 whadusiiliusnmanemun fBudoiauesasdansaiunduivemisaninslinuedi
gndieq iileli3nisiusunans
14 Feuausgunsal, TUsunsusnag, U3nis, msduiiunisds tog 3ngunIainieszuLIIuYes
yasnaslllsznanafigusufuRmaihss Tatvanaumslaues wazduszneuiiuiu
fsndusonisiiuinstiasudau wminudnslefisuansldlimmuauasianudndudes
tarldnuufuieliannsoliuimslfegneiiussansam fiudeiausszdoadaniuazds
weuliusuesldegneasuiou
dawil 1 naeieuszuy
2. anudieemIiumaiia

kY a

21 Fasdamdoussuuiisetnnusiunslaonseleiuadiiussansain Feanusadaiunay

]

WAIY ({J/’é]ilaﬂ?’mﬂﬁaﬂﬁil‘ﬂ@ﬂi‘b’UULﬂ%ﬁ)‘lj"IEJ‘UaQENﬁﬂi SEUUIADIUTENBUAILNTTVINGIY

u
o

faraludl
- gansoiezdkasmanuduiusvesdeya iWenuvanisaliaunile
- annsaUSuussgUuuuamuduiusvieleuly (Custom Rule) et

[YR v P 9 al 1Y YR M vy
- annsaussieuliauaszuunsu ensianudeyanasandesiudeulyiilanald
- ansadavisenu wisagunenulsydnseuld
- ANTaUENTIANISHIUY Web Interface w3e GUI ladusgaiay

- ANTOMRUARNSANSINEITEUU MusEeuANSNIsKnDela (Role Base Access Control)
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2.2
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2.4

25

sruuihseTimnuiuasasadsluued axdesaunsasesiudeyassiasmeneuianesld
100 GB/Day uazasdossesfumsvhnuniemaihsets augunsaifaraluidl Hustheles

- Firewall : Checkpoint, Paloalto, Juniper, Fortinet, Cisco

- 0OS : Windows Server, RedHat, AS400

- Database : Oracle, Microsoft Sql, My Sql

- Network : Cisco, F5 SSL VPN, F5-Load Balance, Radware, Huawei, Forescout

- IPS : Tippingpoint

- WAF : Imperva, Cloudflare

- Antivirus : Trendmicro

- Secure Internet Gateway : Zscaler

- Cloud : INET, MS-Azure, AWS or Etc,

' '
= o v

#o4il Disaster Recovery Site (DR Site) Mivhwitiidugudui@nisdrses Tunsdigud
UjvRnmsuanvewiuteiaueliaunsaliuinnsld vie svuumaihseTwesdudeiauslsl
annsaiusmsla

a wa [y

fosdansyuunievie@aulsgudinaluladansaumevessuins wasquduiivdnuas
¢ 1A wa ° v v o W G Y )

guduuRnisdrsesesiButaiaus dnusdeley 2 19T Wieldidudosmmen 1 geanng

uwazdomisdses 1 Yeamne lumsdedeyasnasmisreuiameslasiany Jafosingansy

o

vpensasdayaifivsneduuiuiudeyassiasmisaeuiuneinsuinsozdaludagud
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nmsvosgBudeidue wazsoudrsiatoyaasivsmensuiunesioufiosdsludagud

U U

JfuRns

Fostuilumsguasnuzeninad (Log Collector) Aildandslifisunnsdswenidinnifind

wdesdianautinwieluil

- ansavimthil fudeyaaasanielessiums indgunsaldananls

_ aunsaviniig lunisAnnses Log Aauvinisdslissuuduaiiuiunsasadodia
Tasrvisield wu SIEM Jusiu

- gansaviwid lunsfudeyassiasaouiamed Tdfiuugunsal lunsdil wnsedie
Weulvs ldannsalfanld wie doyassasliamnsaddluiigudugoinisvecgiu
Foraueld iWunaegetion 1 Yu fuannaiiliannsadedeyalufiguiuftinsve
Jutoraueld

- aunsnviwihil lunsudadoulunsdii deyaases lidundeeunsalld

- ansesesduliunadeyassasmeneniiamesldegeiey 150 GB/Day

- @NRRRFIUUSTUY Virtual Machine (VWMware) 1o
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2.7

Aosndunisguasnuzenduas Syslog Server AldAnssliisunsdwoniuagd fanatn

wiosdiguaudisewieluil
- awsadaiu Log File Tugunuunas Syslog w5e SNMP %38 sFlow %38 NetFlow vi3e
OPSEC ifluntihaioy

- ansadafiu Log File Teaghatios 100 GB/Day \Wunatetsiey 120 fu

- aunndumdeyald lnsaunsadumdeyalddaielud Wy Syslog, SNMP traps u3e
Windows event logs WHudu

- awnsnaseseu wagdadaugemndalagdnlulFuazaimisneansieaiuly

sUlUU PDF w38 CSV viie HTML

- awnsadsszeznailumsiivieyanie dwudeyald

- aunsavihiad Tunsvia Hashing iorsaasuAILgieduss Logs wingnudly

WabuuUadld uanmsyTu MD5 vide SHA1 130 SHA-256

- ansavimihilumstusadeyaves Log I

- @ansORARIUNSEUY Virtual Machine (VMware) 16

FlE Ry vinszunwsimieuuardsiudeyasemeneuiames tieldly

n151E192397 (On-boarding process) 1)

2.7.1 avwaeuenundonldvesszuviargunsaifuiudatoyavsmeneufune sy
Tuns dhsyTesamfudmifivessinans uasliduuzilunisarigunsaliiels
annsodsdayaasnsnereuiiaiaesia

2.7.2 ssyuvasiuvestoyarsasmenenfiume fuardamneamgvosunsalfufuie

2.7.3 syyuagdiasgianudsaguuuumslani uardassfuvemansevusessuureani
suAsTTuaUssavdeyaTesaneuiames (Log) Areddlunisinses
JUsUIANS

2.7.4 Twneziuazaduuuiiaesuastunnaiu ien1isuazied esflelunisidisedod
winngau (Threat Model)

2.7.5 §9%1 Monitoring Use case Td@anadosfiu Threat Model wardrnsTuUdnse T
% (SIEM) anarfifvual3lu Monitoring Use case

2.7.6 9@vi1 Dashboard war Alert T#aannaediu Monitoring Use case Weldlunisuds
FOULAZI BTN

2.7.7 daviuaunsvinausuiulunssuiuns Incident Management $9uAILNUNTS

AtumIneulassanANsINiufumIEIIAS
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28 Thmuuzgidardsaiiunssuiunsnevaussseimsniniinung (Incident Response) lu
Jagtuvessunans Lﬁ'aU%’UU;aﬂizmuﬂ'ﬁmauauamamq}msdﬁmﬂn&iﬁﬁﬂwﬁw%mwﬁ%u

29 WeuushuarUssiunssuiusuundudoyauasmatioatudeyatilua

2.10 #uiluns Upgrade new firmware / Patch /105 gunsafimagliuinsthamisiisuians
dwfulasens SOC iy Firewall v3o gunseidue

2.11 Wéuurihlunmseenuuuszuudafuieyaeseseoufiomes (Log) iitedniuteya a qud
walulafvossunens Waensdesrmnlsuneviedetifuiinissuiansiesufjiinu

= '~ as i ar & - 1
d2uil 2 nstiiusnashsydinnuiiuasuasadeleues szeznailiuingg 12 oy

212 1315 Security Awareness lagn1sdavin Phishing Simulation a813tay 2 Aswial
213 Uinsdafiulardududoyadsnasneuiinmes (Log Management)
2131 dfiuteyassesmeniiawesd Wuszezinan 120 Tu . qudidisgiawesglvuing

° M4 v v - ¢ = % = o &
LLaSVl']ﬂ']iaUﬂum@y‘ar\]iqﬁﬁﬂawwjW]ai ATUNTUIATIIIDIVD IQEJN SLA vy

Log N5asus msduAudaya
oA 30 Ju ety 24 F3lu9
30 - 120 melu 7 Juinms

(Y

2132 sudumsusndszandeyassasmsreniianes Tunsdifidniudesdedayansas
a ¢ | @ ¢ A wa vy . I ey g ywd
areuiumesusdluTiquiuiiinsvesiBudoue wazuisdundoniulia
Audmealulagvesuing
2133 USAISASIRERUANIULNITAIDTIATNABURINBS N3 ouwd A oulUFuamln
A A I YR | ~ ¢ A -:4' @ oA
mAgtomeliudnisiiunieszuudiad vieteanemuninnasty lunsdlinsa
W'U'J"lqUﬂizﬁﬁ’a‘mJWumﬁmmi”l,u'mmma'ﬁagamﬂ’qqu&mﬁu‘”ﬁmwaq
v v v w W Iy v a ¢
Riuteiaue J8utoiauesrdowunlyliamnsodedoyassiasnisneuiiomes
Innelussvinan 1.5 $alus (90 widl) BGudvainnaniigunsalves sau. dmuly
Tumsdefeyaasasnepsufinned (log) munldmnasiugiauesiaa ldawnse
o = v
Fudunsla
214 aufdumsihseianusiunsasadeloes Ainsizdimanisel uazudasieudsnnammnisle
cq v ¢ A wa v v v A o
wos Wunsuins a guiujifinsvesdsudne lngliuimsuuunasanan 24 Filusvesmn
Tu laifldunen (7 x 24) naenszesANTBIY Y wINUSNIINsLEse ANt uasUaensiy
vl ' ° v wal @ Y v oo @ o
v tuderauslilamnsavianls foudaiausazsosudliliuimsihsrisnnuauiuag
Uapaduaunsalduinisianieluszezina 1.5 92lue (90 1) Sudvannuatfivinisii
syisrnuiunsaeadsluuesiessimnnisal wazudafeudoanaumdlsiuesvesiiaue

5101 llanunsasniunisle
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215 ududeussanauduautuaslasads dwsumgnisaliegluveuiiedugnaiumisly

2.16

217

2.18

219

wos  laeasfadudafouniumia Email #senalnsinst wseremnadule aiunazanas
F2ufuRUSUIATT AU Severity Level Agreement (SLA) 8813tie SUNUINNAMELAUE

579711 avanuAsanaundlsues Awalull

AU udaLAaugFuuinng Tduuzirlunsudly
ADHTUL T
g el 0.5 Falua (30 widl) | el 1 Falus (60 wni)
a el 1 9909 (60 i) melu 2 $2%as (120 undh)
naw ety 1.5 $alus (90 wii) | anelu 3 4alse (180 wndl)
o aelu 2 Falae (120 wnil) | maglu 4 dalas (240 wnil)

nsudafiouasdosiineandon ogsondsil

- SpyUspanveiynnaA

- - Busuvesfnnam

- geysuNN (Attacker) wagUanewnng (Target)
- SEYSEAUANNTULSY (Severity)

- ywandsawamsallasngAnssuiane

- ammsd@eulsangnisalfoaneuiliiniy

o

- Auuzilazdusaunisaiiunsuilusumadia Action & Recommendation

v W

IRuInwdgatuuinsiesziihseTaieanaiusieg Mty wagatuayunisviniu

[ v W

Weatumsule Jestuuazsufledudvanauldnasn 24 97l

]
o &

sdunsiiesziuuusingudsardnviideulunislaud (Use case Management) et
Tumsidrsziuasudaioudonnauals ULy ULaEaInsgIUIee SUT1e (Standard Use
case) TUiuUsmazdavhimsudafeussanamisguuuuiouluams vieteuludug
WisAa (Custom Usecase) Iofmnganiu suiansm
mmaammé’umqmmﬁms@ﬂmumauﬂqm’tuﬁmﬁqﬁ Juegaiey

2.19.1 Unauthorized Access

2.19.2  Malicious code

2.19.3  Inappropriate usage

2.19.4  Multiple component

2.19.5 Denial of service

2.19.6 Information Gathering
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2.20

221

222

223

2.19.7 Malware

2.19.8  Suspicious Traffic

2.19.9  Vulnerability Scan

2.19.10 Lateral movement
Trusnsfiunudmsunismunudeyadoanaumidlawesiinsusuusliiuaivetiaue
nuvdsseg anamnilan (Threat Intelligence) tlemsinsizideyafoanamsuriy
YUV SIEM %30 SOC Technology Lfisfial wevinli su1a1se asnseduilotudognanle
wosld sgnaiiusransnmanndau

Salrausnisudet nanstafedesiussuudnwansiunwasady ssuureninnesuay
syUUIRRETETIANTY KuaBId Wy

- 91890 unzandnunzvesiaud’ (Malware)

- adluilwi (Vulnerability) vesgunsalluszuuiasetneg (Network Equipment)

- gpdlnilul (Vulnerability) vesszuudfuRnis (Operating System)

- «edlndlwmi (Vulnerability) vesszuugiuteyandn (Database)

- gadiwilual (Vulnerability) vaslusunsusineg fiffuiadiuiaznelfiiona demesie
MIANEUNUTOL FUIANT

Tngdmanssananiuseneudeaiioniian Aty WU A195U189E19AT199 (Overview), ABEUTY

atanBen (Description), Kanseny (Impact), s¥UuUiilddunansenu (System Affected),

maudly (Solution) (8d), 81984 (Reference) \Humu

FandeumireuivanismevausaregUAnisalduanutiunsUasndenneuiiamnes

(CSIRT) wienigUfianthilunmsnsuaussiedgnamunEonsynnsruvetiuvi

wsadndunsivaiukariiesigimanvnvesdym foanauiindu 93udin13n5ae

Agatineumdngrums Digital Wefinisfesverdnisninmesunensmelussesia 4 Falals

Tudusfisuaisieswe Widund 15 mgnsal wiendmissnunamsduiunuagudeya

wingiusineg Aldanmseevaussdemgnisalieana sufswmslunstesiunsia

grlusunAn (Incident Response and Recommendations Report) ufifiannsosudunis

o1

Javhspanualadfdeanamuusednaeu (Monthly Report) m&fLugULLUUﬁﬁummﬁu‘uau

uaz  Thtovasnenu sghalioudel

- aglwnnsalnUsEInuAE SEAUAINTUNS (Incident Report)

- ay 10 dudiugianvesnslaui

- agU 10 dusugagnvestmneilaglasi
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- a3y 10 dudivganvesgidinlaum
- Ay 10 Sudugegnuastaamaiignldlani
- ayudinamaranusnnioudeyarsamnsuinesussdndeunenagunsal
- umeseuuliimestegnaudigg iaduludeudiien
- unieseiussfiuanudsduidouiitnun Weanunmimsihseiddaseunquiu
fmnAlu (Use Cases Development)

- agUiuuzh

224 v3msdrsadsryusesuiew vawuvdssyumislng (Video Conference Monthly
Meeting) sarUszaal o, fivanssunansy dinaulng (On-Site Monthly Meeting) o
;E’éusﬁmauawﬁmvﬁws’mﬂw‘qmﬁaaiﬂlﬁﬁnl,usﬁnt,ax'd53Lﬁuﬂszmuai’"nl,l,unﬁf?wﬁay‘at.l,as
nstaafudeyaiilvauaziihse Sasvanausag fiatufusuIng ung eu nrendaya
Y9N3 IiUINTg

225 fiutaiauesesdidumsianisdenunuiuiiomanisaldonnammsleueluguuuuns
Andosunuuulfy (Tabletop Exercise) S1uruodation 2 wau siol Taefidwihiifiiedes

YPISUIAIS WISANSRNTDUAE

yaanslunisaniiulasams

Yy oy

Fiudeiausaziolif@ermnguasidmiafiufifoulugudiihszlanutuanaeadslues

v

winauseTfduszaunisaiduaulunslasadelyiues Alasunissusesainug

v
s

Ama113a wazdusenadutnsduses (Certificate) 7iSalsinuneny aufsfuiidudeiaue

astoluil

31 CISSP (Certified Information System Security Professional) #38 GIAC GCFA (GIAC
Certified Forensic Analyst) 138 GIAC GCIH (GIAC Certified Incident Handler) %138 CISM
(Certified Information Security Manager) #58 CISA (Certified Information System Auditor)
2y NleY 1 AU

3.2 OSCP (Offensive Security Certified Professional) 38 CEH (Certified Ethical Hacker) 30
CHFI (Computer Hacking Forenic Investigator) pE19toY 1 AU

33 CompTIA CySA+ %sa CompTIA Security+ 8819tay 4 AU
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